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Reputation is defined as social knowledge that allows for the

accomplishment of various social decisions.

From the dawn of humankind, reputation has helped regulate

society, but it has become even more crucial in this modern age of

connectivity, characterized by a dramatically enlarging range of

interactions and the continual generation of new types of

aggregation. Reputation thus gets applied, under several names, to

regulate new societal ties, just as it used to regulate the old ones.

But despite this critical role, reputation generation, transmission,

and use remain unclear.

This booklet presents the outcomes of a scientific research

project pertaining to reputation, carried out by a cross-disciplinary

research team known as eRep. The project approached reputation

as a complex phenomenon related to the formation and

circulation of social evaluations and attempted to consider its role

and impact on the maintenance of social order.

The theoretical framework for this project grounded reputation

within a social and cognitive perspective. Thus, the analysis

focused on how reputational dynamics might be exploited to

achieve desired outcomes. We applied this approach to three

concrete cases. First, in an electronic auction context, we studied

the salience of competing signals, both reputational and objective,

through laboratory experiments. Second, for Internet services, we

confirmed the validity of a reputational system for selecting

dependable service providers in a simulated grid. Third, in a

conceptual experiment describing a market in which good sellers

are rare and volatile, we explored the role of false reputation. This

booklet reports briefly on the findings, as well as the methodology

and technology that produced them.

Finally, we suggest some practical implications and suggestions

aimed at specific interest groups.
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If we were to list the most influential and recurrent

social constructions over time, reputation would

undoubtedly appear. In human societies, the

exchange of social evaluation dictates partner

selection, social control, and coalition formation—

to name just a few of the main functions of

reputation. From the very moment a community

targets and evaluates an agent,

the agent’s life changes.

Reputation represents the

immaterial equivalent of a

scarlet letter sewn onto one’s

clothes but is even more

powerful than any physical

designation, because the

individual displaying a

particular reputation may not

even perceive the evaluation,

nor can he or she necessarily control or manipulate

it.

Building and maintaining a good reputation is

paramount and, in some contexts, essential to

survival, as in competitive markets, in which

stakeholders’ decisions often depend on a firm’s

reputation. In everyday life, reputation works as a

compass to help people avoid dangerous

partnerships and find reliable collaborators, in both

small and large social groups. Reputation remains a

social artifact based on ancestral activities, such as

word of mouth, chatty talk, and grooming. These

apparently frivolous

occupations, which have kept

us busy for an important

share of our lifetimes, actually

enable us to make better

decisions and have important

effects on establishing what

constitutes acceptable or

unacceptable behavior in a

society. From an evolutionary

point of view, gossip and

reputation complement social norms: Reputation

evolves along with implicit norms to encourage

socially desirable conducts, such as benevolence or

altruism, and discourage socially unacceptable ones,

like cheating.

erep

An ancient artifact for modern challenges

A ::: theory of reputation

GGoossssiippGGaannddGGtthheeGGoorriiggiinnssGGooffGGllaanngguuaaggeess

AmongstGtheGmostGfascinatingGtheoriesGonGtheGoriginsGofGlanguageGisGthatGproposedGbyG

RobinGDunbar.GHeGexplainsGtheGbeginningGandGusesGofGlanguageGasGgroomingGandGgossip,G

highlightedGbyGtheGabilitiesGandGlimitsGofGlanguageGasGpartGofGhumanGlife.

AAggeennttss??
WeGuseGtheGtermG“agent”GinGthisGbooklet

toGreferGtoGanGentityGthatGisGableGtoGperform

actionsGautonomouslyGinGaGgivenGcontext.

AgentsGincludeGusersG(i.e.,Gpersons,GbutGalso

companiesGandGinstitutions)GandGartificial

entitiesGcapableGofG(limited)Gautonomous

action,GcalledGsoftwareGagents.
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onN theseN resultsN toN presentN someN practical

implicationsN andN suggestionsN aimedN atN specific

interestNgroups.

Online�reputation

AsNsoonNasNtheNInternetNbecameNaNcontextNforNsocial

interaction,N aN digitizedN versionN ofN reputation

appeared.N BeforeN theN InternetN era,N reputational

informationNwasNlocallyNnested;NitsNreachNwasNlimited

byNgeographyNandNsocialNboundaries.

WithN theNadventNofN theN Internet,NwithN itsNonline

socialNnetworks,NonlineNproductNreviewNsites,Nand

powerfulN onlineN searchN engines,N reputational

informationNaboutNaNtargetNbeganNtoNspreadNatNa

fasterNpaceNandNtoNaNwiderNrange.

TheN moreN theN InternetN diffusesN onlineN social

problemsNthatNonceNwereNlimitedNtoNtheNbrick-and-

mortarNworld,NtheNmoreNnewNimplementationsNof

thatNancientNartifactNemerge.NAtNtheNsameNtime,Nthe

InternetN continuesN toN shapeN thatN oldN artifact,

adaptingN itN toN onlineN settingsN toN performN a

regulatoryNrole.

PrinciplesNderivedNfromNtheNuseNofNreputationNcan

regulateN andN improveN efficiencyN inN aN varietyN of

contextsNthatNinvolveNinteractionsNamongNindividuals

orNamongNindividuals,Ninstitutions,NandNorganizations.

ThisN bookletN presentsN aN particularN theoryN of

reputation;NinNtheNnextNsection,NweNdescribeNresearch

conductedNunderNtheNauspicesNofNthisNproject,Nwhich

addressesN issuesN ofN fraudN inN InternetN auctions,

InternetNservices,NandNfalseNreputations.NWeNdraw

A�:::�theory�of�reputation
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ANNANCIENTNARTIFACTNFORNMODERNNCHALLENGES

RReeppuuttaattiioonnGGaassGGaaGGmmeeaannssGGttooGGaavvooiiddGGaaddvveerrsseeGGsseelleeccttiioonn

InformationGasymmetry—aGsituationGinGwhichGoneGparty

inGaGtransactionGhasGmoreGorGbetterGinformationGthan

theG other—canG createG aG lemonsG market,G asG the

economistGRobertGAkerlofG(1970)GshowedGinGaGclassic

paper.GToGalleviateGtheGlemonsGproblem,Ginformation

aboutGtheGsellerGneedsGtoGcirculate.GSuchGinformation

mightGbeGtransmitted,GinGtheGformGofGaGdirectGimage,

fromGanGagentGthatGpreviouslyGhasGinteractedGwithGthe

targetGtoGotherGimportantGagents.

theory
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FromNaNsocial-cognitiveNperspective,Nunderstanding

reputationNrequiresNdistinguishingNitNfromNanother

socialNartifact,NwhichNweNcallNimage.NBothNpertainNto

theNevaluationNofNaNgivenNobjectN(theNtarget),Nwhich

mayNbeNanNindividualNorNaNgroup,NasNdevelopedNby

anotherNsocialNagentN(theNevaluator).

Image isNtheNoutputNofNtheNprocessNofNevaluationNof

anotherN agent,N fedN byN trustedN communications,

directN experience,N orN both.N InN theirN socialN lives,

peopleNcontinuouslyNassessNtheirNcolleagues,Nfriends,

andN partnersN onN theirN personalN features,

competence,N behaviors,N andN soN on.N These

evaluationsN reflectN theN socialN imagesN ofN those

agents.NInNotherNwords,NimageNisNanNassessmentNof

theN positiveN orN negativeN qualitiesN ofN aN target

accordingNtoNaNnormNorNaNcompetence.NThus,Nimage

isNattributable;NtheNidentityNofNtheNevaluatorNisNalways

clearlyNexpressed,NsuchNasNinNtheNsentence,N“INbelieve

JohnNisNaNgoodNguy”N(i.e.,NtheNevaluator,NI,NisNclearly

identified).

Reputation interrelatesNwithNbutNalsoNdiffersNfrom

image.NImageNisNtheNsetNofNevaluativeNbeliefsNabout

aNgivenNtarget;NreputationNpertainsNtoNtheNprocess

andNeffectNofNtransmittingNsocialNevaluations.NImage

isNassumedNtoNbeNtrueNbyNtheNagentNthatNholdsNit;

reputationN isN theN voiceN theN agentN considers

spreading.N Thus,N reputationN focusesN onN the

transmissionNofNsocialNevaluations,NnotNtheNtruthNof

theirNcontent,NasNperceivedNbyNagents.NForNexample,

A�:::�theory�of�reputation
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ifNaNcertainNcompanyNhasNaNgoodNpublicNreputation,

INmightNstillNhaveNaNbadNimageNofNit,NbecauseNofNmy

negativeNexperiencesNwithNtheNcompany.NNoteNthat

theNagentNwhoNholdsNaNnegativeNimageNstillNmight

diffuseNtheNgoodNreputation,NatNleastNinNsomeNsocial

settingsN(e.g.,NtoNbeNconsideredNanNinsider,Nbecause

heNorNsheNworksNforNtheNcompany).

TheN differenceN betweenN imageN andN reputation

appearsNevenNclearerNifNweNconsiderNthatNagentsNwho

spreadNreputationNdoNnotNneedNtoNcommitNtoNthe

truthN ofN theN information.N OnN theN contrary,

transmittingNanNimageNimpliesNtheNcommitmentNof

theNtransmittingNagentNtoNtheNevaluationNcontent.

WithNregardNtoNreputation,NagentsNareNmoreNlikelyNto

transmitNuncertainNinformation,NandNaNgivenNpositive

orN negativeN reputationN mayN circulateN acrossN a

populationNofNagentsNevenNifNtheNmajorityNofNthose

agentsNdoNnotNbelieveNitsNcontent.

InNtermsNofNtheNsocialNsetsNinvolved,NanNimageNrefers

toNthreeNsetsNofNagents:

->NThoseNwhoNshareNtheNevaluation,NorNevaluatorsN

->NanNevaluationNTargetN(T)

->NaNsetNofNBeneficiariesN(B),NorNagentsNsharingNthe

goal,NorNtheNnormNonNwhichNbasesNtheNevaluation

takesNplace.

InN addition,N reputationN involvesN thirdN parties,N or

gossipers.NANthirdNpartyNisNanNagentNinNtheNposition

toNtransmitNreputationNwithoutNbeingNresponsible

forNthatNevaluationNandNwhoNthusNenlargesNtheNsocial

network.

Image and reputation: two levels of information
th
eo
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teachersN(TNrole)NoftenNexhibitNsuchNcharacteristics.

TheN evaluatorsN EN tendN toN beN benevolentN toward

themselvesN(B)NbutNhaveNnoNintersectionNwithNthe

teachersN(T)NandNthusNsenseNnoNbenevolenceNtoward

them.

WhenNcirculatingNinformation,NgossipersNmayNfollow

differentNstrategies,NdependingNonNtheNdirectionNof

theirN benevolence.N AccordingN toN theN agents’

autonomyNandNself-interest,NtheseNstrategiesNmight

beNtheNfollowing:

1.N InN theN caseN ofN benevolenceN towardN the

beneficiaries,NgossipingNtendsNtoNbeNnegativeNand

critical.NTheNaggregateNreputationNthenNfollowsNsome

prudenceNrule,NsuchNasN“passNonNnegativeNevaluations

evenNifNuncertain;NpassNonNpositiveNevaluationsNonly

ifNcertain.”NThisNruleNpromotesNtheNcirculationNofNa

reputationN thatN exacerbatesN theN negative

characteristicsN ofN theN target.N VoicesN circulating

amongNpupilsN(inNbothNBNandNENroles)NaboutNtheir

Benevolence or prudence

A�:::�theory�of�reputation
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theory
WWhhyyGGttrraannssmmiittGGrreeppuuttaattiioonn??

AgentsGtransmitGreputation,GactingGasGgossipers,Gto

demonstrateGtoGotherGagentsGthatGtheyGhaveGaccess

toG informationG andG areGwillingG toG shareG it.G They

transmitG thisG informationG forG reasonsG suchG as

altruism,GstatusGimprovementsG(i.e.,GtoGbeGconsidered

aG goodG guy),G andG buildingG aG socialG systemG that

functionsG accordingG toG theirG preferences.G Active

gossipersGgenerallyGconstituteG“in-groups,”Gbecause

theyGareGperceivedGtoGshareGtheGcriteriaGforGimage

formation,G toG beG interestedG inG theG spreadG of

reputation,G andG thereforeG toGadoptGbeneficiaries’

goal(s)G andG cooperateG withG evaluators.

Consequently,GitGisGaGgoodGideaGforGagentsGtoGspread

informationG aboutG reputationG asG soonG asG they

receiveGit.GHowever,GseveralGfactorsGmayGaffectGthe

convenienceGofGcontributingGtoGthisGtransmission,

includingGcertaintyGaboutGandGacceptanceGofG the

evaluation,G theG reputationG ofG theG sourceG ofG the

information,G aG senseG ofG responsibilityG and

accountabilityG forG theGeffectsGofGdistributingG the

evaluationGtoGothers,GandGbenevolenceGtowardGthe

beneficiaryGversusGtowardGtheGtargetGorGnoneGatGall.

TheGdistinctionGweGmakeGbetweenGimageGandGrepu-

tationGisGnotGsimplyGthatGfoundGinGtheGliteratureGbet-

weenG ddiirreeccttGG eexxppeerriieennccee andG ccoommmmuunniiccaatteedd

iinnffoorrmmaattiioonn.GAnGagentGcanGstronglyGbelieveGthatGthe

targetGexhibitsGaGcertainGcharacteristicG(e.g.,Greliable

contractGfulfillment)GevenGifGitGlacksGanyGdirectGex-

perienceGwithGtheGtargetGandGinsteadGdependsGon

reportedGexperiences.GAlternatively,GanGagentGmight

decideGtoGsendGaGpieceGofGinformationGthatGcomes

fromGhisGorGherGexperienceGbutGmaskGitGasGanony-

mousGorGclaimGtoGhaveGjustGheardGtheGinformation,Gto

hideGtheGactualGamountGofGinvolvementGwithGtheGtar-

get.



2.N WhenN benevolenceN ofN transmittersN isN more

target-oriented,NaNcourtesyNrule,NsuchNasN“passNon

positiveN evaluationsN evenN ifN uncertain;N passN on

negativeNevaluationsNonlyNifNcertain,”NbecomesNlikely.

InN aN courtesyN equilibrium,N nobodyN expresses

critiquesN becauseN ofN theirN fearN ofN negative

reciprocationN (i.e.,N retaliation).N TheN prevalenceN of

positiveNevaluationsNonNeBayNmightNbeNattributedNto

thisNeffect.NRecentN(MarchN2008)NchangesN inNthe

eBayNfeedbackNpolicyN(sellers’NevaluationsNofNbuyers

nowN areN restrictedN toN positiveN values)N could

representNaNtentativeNattemptNtoNminimizeNoverlap

betweenN theNsetsNofNevaluatorsNandN targetsNand

therebyNdampenNtheNcourtesyNruleNthatNresultedNin

aNstrikingN98%NofNpositiveNevaluations.

3.NIfNgossipersNdoNnotNhaveNstrongNbenevolence

towardNeitherNgroupN(BNorNT),NtheoryNpredictsNscarce

reputationNtransmission.NInNsuchNcases,Ninformation

mayN beN inducedN byN someN institutional

reinforcement.N ForN example,N teachers’N gradesN of

studentsN likelyN fallN inN thisN category.N InNelectronic

contexts,NfeedbackNcouldNbeNrequiredNtoNcompleteNa

transactionN orN promptedN byN sendingN e-mail

remindersNtoNbuyers.

erep

TheN systematicN applicationN ofN aN courtesyN or

prudenceNruleNinNreputationNspreadingNmayNinduce

aggregateN circulationN ofN selectedN formsN of

evaluations,NwhetherNpositiveNorNnegative.

BecauseNthisNselectiveNtransmissionNdependsNonNthe

specificNmotivationsNofNtheNgossiperN(andNevaluator)

agents,N weN wantN toN understandN theN socialN and

cognitiveNconditionsNthatNdetermineNtheNapplication

ofNthoseNrules.

BENEVOLENCENORNPRUDENCE

A�:::�theory�of�reputation
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CCoonnssiiddeerrGGttwwooGGssiiggnniiffiiccaannttGGccaasseess::GG

1.G generalG overlappingG ofG evaluatorsG (E),

targetG(T),GbeneficiariesG(B).

2.GoverlappingGofGEGandGB,GwhileGTGhasGa

separateGstatus.G

OnGcaseG1,GweGexpectGpositiveGevaluations

toGprevail,GandGthereforeGsurpassGbyGfarGthe

numberGofGcriticGevaluations.G

OnG caseG 2,G inversely,G weG expectG the

emergenceG ofG aG sortG ofG "socialG alarm",

usefulG toG warnG theG communityG of

beneficiaries-evaluatorsGaboutGaGpossible

dangerGcomingGfromGanGexternalGtarget.



erep

begins.NIfNitNwereNpossibleNtoNmobilizeNandNcombine

theNexperiencesNofNmanyNconsumers,NtheNproportion

ofNfraudulentNinformationNandNmisinformedNpeople

onN theN InternetNmightN decline.N ThisN challengeN is

substantive,NespeciallyNwithN theNriseNofNWebN2.0

applications,NwhichNlikelyNwillNincreaseNtheNfrequency

ofNinteractionsNamongNanonymousNpersons.

ManyNcompanies,NsuchNasNauctionNsites,N realized

earlyNinNtheirNevolutionNthatNconsumerNtrustNwould

beN essentialN toN theirN businessN andN therefore

developedNreputationNsystemsNthatNallowNconsumers

toN rateN aN salespersonN orN transactionN easily.N The

increasingNnumberNofNonlineNpurchasesNsuggests

suchNreputationNsystemsNwillNbecomeNeverNmore

important

indicatorsN ofN trust

onNtheNInternet,Nnot

onlyN forN auction

sitesN butN alsoN on

sitesN thatN offer

adviceNfromNexpert

consumersN or

variousN WebN 2.0

applicationsN in

differentN sectors

thatNrequireNusersNtoNacceptNorNmakeNcontacts.

EvenNinNtheNcontextNofNnegotiatingNaboutNcomputing

resourcesN(e.g.,NauctionsNforNdiskNspaceNorNCPUNtime),

TheN roleN ofN reputationN inN InternetN commerce,

especiallyN forN InternetN auctions,N hasN received

extensiveNattention,NbothNfromNresearchersNandNin

theNindustry.NTheNriseNofNtheNInternetNhasNchanged

theNtheaterNinNwhichNconsumersNmakeNconsumptive

decisions;NtheyNincreasinglyNpurchaseNgoodsNusing

auctionNsitesNandNobtainNinformationNaboutNproducts

fromN reviewN sitesN andN Weblogs.N RatherN than

engagingN inN face-to-faceN contactsN withN a

salespersonN orN expert,N anN increasingN numberN of

consumersN relyN onN informationN providedN by

anonymousNothersNonNtheNInternet.NWhereasNonline

purchasingN hasN madeN lifeN easierN forN many

consumers,NmanyNothersNhaveNsufferedNmisleading

recommendationsN fromN sellersN andN so-called

experts.

Unfortunately,NfraudNhasNbecomeNa

well-knownN riskN inN online

purchasing,N especiallyN because

sellersNcanNeasilyNhideNtheirN real

identity.NMoreover,NonNWeblogsNand

reviewN sites,N information

sometimesN getsN manipulated

fraudulently.

Thus,NitNmightNbeNmoreNeffectiveNandNpracticalNto

createNaNsystemNthatNindicatesNtheNtrustworthiness

ofNaNpersonNonNtheNInternet,NbeforeNtheNtransaction

How Reputation mechanisms can reduce Internet fraud

B�:::�the�research
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AGDutchGcompanyGpostedGfakeGquestionsGonGanGadvice

site,GwhichGitGthenGansweredGusingGaGfakeGexpertGwho

recommendedG thatG particularG company.G Extensive

researchGintoGtheGIPGaddressesGofGpostersGcanGultimately

revealGtheirGidentity,GandGenableGlegalGaction,GbutGsuch

laboriousG investigationsG canG commenceG onlyG afterG a

fraudG hasG beenG committedG andG detected;G many

consumersGhaveGnoGideaGhowGtoGstartGsuchGaGprocess.

findings
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ThatNis,NtheNeffectNofN imageNisNmoreNpronounced

thanN theN effectN ofN reputation,N butN reputation

nonethelessN playsN anN importantN roleN inN shaping

bidders’Ndecisions.NObtainingNaNgoodNreputationNand

highNimageNscoreNisNthereforeNessentialNforNsuccess.

However,N trustworthinessN resultsN notN onlyN from

feedbackNprovidedNbyNotherNbuyersNbutNalsoNfrom

otherN cues,N suchN asN photosN andN product

descriptions,NtraceabilityNandNlocationNofNseller,Nand

offeredNpaymentNmethodsN(e.g.,NPayPal).NSellersNalso

needNtoNrealizeNthatNtheirNreputationNgoesNbeyond

theNauctionNsite;NconsumersNcanNtraceNsellersNand

findNadditionalNreputationalNinformationNonNbulletin

boardsNorNWebNsitesNthatNofferNpersonalNinformation

reputationNsystemsNmayNhelpNlowerNtheNproportion

ofNfraudulentNactivities,NincreasingNtheNrobustness

andNefficiencyNofNInternet-basedNapplications.

Questions�about�reputation�in�purchase�decisions

ToNwhatNextentNdoNsuchNreputationNsystemsNaffect

theNpurchaseNprocessNofNconsumers?NDoNconsumers

reallyN appreciateN andN useN theseN systems?N Do

consumersNrelyNmoreNonNreputationNscoresNwhen

theyN purchaseN anN expensiveN product?N How

importantNisNtrustNwhenNproductNqualityNtendsNto

beNheterogeneousN(e.g.,NvariationsNinNwearNandNtear)?

IsN aN goodN descriptionN ofN theN productN justN as

importantNas,NforNexample,NaNhigh-qualityNpicture?NIn

theN biddingN process,N mightN peopleN forgetN about

reputationN issuesN whenN theyN enterN aN bidding

competition?N

ToN unravelN andN respondN toN theseN important

questions,NweNconductedNaNseriesNofNexperiments

inNwhichNpeopleNbidNonNdifferentN productsN inN an

experimentallyNcontrolledNWebNauctionNsetting.

Experimental�results:�Effects�of�reputation�and

image

TheNresultsNfromNtheNlaboratoryNexperimentsNshow

thatNtheNimageNandNreputationNofNtheNsellerNareNthe

dominantNchoiceNcriteriaNinNtheNselectionNofNsellers.

HOWNREPUTATIONNMECHANISMSNCANNREDUCENINTERNETNFRAUD

B�:::�the�research
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fin
di
ng
s TheG expressionG “WebG 2.0” describes

changingGtrendsG inGtheGuseGofGtheGWorld

WideGWebGtechnology,GaimedGatGenhancing

creativity,G communications,G information

sharing,G collaboration.G ItG refersG toG the

increasedG interconnectivityG and

interactivityG ofG Web-deliveredG content.

WebG2.0GconceptsGincludeGtheGdevelopment

andGevolutionGofGWebGcultureGcommunities,

suchGasGsocialGnetworkingGsitesG(Facebook),

video-sharingGsitesG(YouTube),Gwikis,Gand

blogs.GMostGWebG2.0GplatformsGrelyGonGsome

reputationalGmechanisms.
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moreNcareNofNtheirNreputation.

Finally,NconsumersNpayNattention

toN differencesN amongN sellers.

WhenN thereN isN littleN orN no

variationN inN aN category,N that

criterionN becomesN less

significant,NbecauseNitNdoesNnot

provideN anyN meansN to

differentiate.NConsumersNsearch

moreN andN relyNmoreN onN photos

whenNtheNsellersNvaryNgreatlyNin

termsN ofN theN qualityN ofN the

photosNtheyNprovideN(seeNfigure

onNnextNpageNforNdetails).NWhen

allN sellersN exhibitN high-N (low-)

qualityNphotos,NconsumersNpayNlessNattentionNtoNthe

photos.N However,N whenN someN haveN high-quality

photosN andN someN haveN low-qualityN photos,

consumersNconsiderNitNworthwhileNtoNextendNtheir

searchNactivitiesNandNcloselyNinvestigateNtheNphotos.

IfNallNsellersNhaveNgoodNreputationNscores,NtheyNwill

searchNforNotherNcriteriaNasNaNmeansNtoNdifferentiate

(e.g.,N photoN quality)—whichN doesN notNmeanN that

reputationNbecomesNlessNimportant.

aboutNtheirNidentitiesN(e.g.,NRapleaf).

ReputationNseeminglyNshouldNplayNaNmoreNimportant

roleN forN productsN thatN varyN inN qualityN relativeN to

thoseNproductsNthatNareNmoreNhomogeneous,NyetNwe

findNthatNthisNisNnotNtheNcase.NEvenNforNstandardized

products,NsuchNasNaNLonelyNPlanetNguideNorNDVD,

reputationalN feedbackNscoresNstronglyNdetermine

sellerN selection.N However,N reputationN playsN a

somewhatNmoreNpronouncedNroleNwhenNtheNpriceNof

theNproductNisNhigher.NBiddersNextendNtheirNsearch

activitiesN andN areN moreN likelyN toN incorporate

feedbackNscoresNinNtheseNsituations,NwhichNimplies

thatNsellersNofNvaluableNproductsNshouldNtakeNeven

HOWNREPUTATIONNMECHANISMSNCANNREDUCENINTERNETNFRAUD

B�:::�the�research
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findings
The llaabboorraattoorryyGGeexxppeerriimmeennttssGGinvolvedGhumanGsubjectsGwhoGinteractedGonGaGWeb

auctionGplatformGthatGhadGbeenGspecificallyGdesignedGforGthisGresearch.GTheGplatform

usesGtheGfeaturesGofGpopularGauctionGsites,GsuchGasGtheGdisplayGofGseveralGreputation

scores,GbasedGonGourGdistinctionGbetweenGimageGandGreputation:G

-->>GGeeBBaayy’’ssGGffeeeeddbbaacckkGGssccoorree:GBasedGonGtheGdirectGexperiencesGofGunknownGothers,Gor

image-basedGinformation.G

-->>GGFFrriieenndd’’ssGGeexxppeerriieenncceessGGssccoorree:GBasedGonGtheGdirectGexperiencesGofGfriends,Ganother

formGofGimage-basedGinformation.GG

-->>GGHHeeaarrssaayy//RRuummoouurrGGssccoorree:GEvaluationsGofGtheGtargetGcollectedGbyGanGartificialGWeb

siteGthatGsearchesGtheGWebG(basedGonGe-mailGaddressesGofGtheGsellers)Gwithout

tellingGtheGoriginalGsource;GthisGscoreGrepresentsGreputation-basedGinformation:

Less�expensive� More�expensive�

Homogeneous LonelyNPlanetNguideN NewNLCDNtelevision

Heterogeneous Second-handNdesignNchairN Second-handNLCDNtelevisionN
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impossibleN forN consumersN toN determineN product

quality.NForNproductsNsuchNasNtelevisionsNandNLonely

PlanetNtourNguides,NphotoNqualityNisNlessNimportant,

becauseNtheseNitemsNareNhighlyNstandardized,NandNa

negativeNreputationNscoreNcannotNbeNmitigatedNbyNa

high-qualityNpicture.NTheNresultsNalsoNdemonstrate

thatNusingNaNcatalogNpictureNinsteadNofNanNactual

pictureN isN notN harmfulN whenN theN sellerN is

trustworthy.NInNtheNcaseNofNanNuntrustworthyNseller

Experiment�results:�Impact�of�photo�quality�and

product�descriptions

SellersNthusNcanNpromoteNtheirNmerchandiseNthrough

high-qualityNpicturesNandNclearNproductNdescriptions.

TheN importanceNofN photoN qualityN isN greatestN for

second-handNproductsNthatNareN likelyNtoNdifferN in

qualityN (e.g.,N chairs);NwithoutNaNgoodNphoto,N itN is

HOWNREPUTATIONNMECHANISMSNCANNREDUCENINTERNETNFRAUD
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though,NaNcatalogNpictureNisNharmful;NitNwouldNbe

betterNforNthisNsellerNtoNprovideNhigh-qualityNphotos.

Managing�disputes�and�the�impact�of�retaliation

SellersNmustN remainNawareNofNpotentialNnegative

evaluationsNfromNbuyers.NProductsNdeliveredNwith

scratchesN orN notN deliveredN atN allN almost

automaticallyN leadN toN negativeN evaluationsN that

lowerNtheNseller’sNreputationNscore.NHowever,Nmost

consumersNdoNnotNprovideNnegativeNfeedbackNwhen

theNproductNsimplyNisNdeliveredNlate,NthoughNthey

alsoNdoNnotNprovideNpositiveNfeedback.NSellersNclearly

shouldNinformNcustomersNasNsoonNasNpossibleNabout

potentialNdelaysNtoNavoidNseriousNnormNviolations

andNnegativeNevaluations.

TheNresearchNprojectNalsoNinvestigatedNtheNimpact

ofNaNsystemNinNwhichNtheNevaluatorsN(buyers)Nget

ratedNbyNtheNsellersN(increasingNtheNpossibilityNof

retaliation)N comparedN withN aN systemN inN which

evaluatorsN areN notN ratedN (noN retaliation).N When

retaliationNisNpossible,NweNpositNthatNconsumersNwill

beN moreN inclinedN toN rateN sellersN positively.N The

HOWNREPUTATIONNMECHANISMSNCANNREDUCENINTERNETNFRAUD
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laboratoryNexperimentsNconfirmNthisNassumption:

ConsumersNprovideNmoreNpositiveNratingsNandNless

negativeNratingsNwhenNtheyNareNevaluatedNbyNthe

seller.NHowever,N inN severeN casesN (i.e.,N noNproduct

delivery),NpeopleNnegativelyNevaluateNtheNotherNparty,

irrespectiveN ofN potentialN retaliation.N Thus,N the

retaliationN effectN exists,N especiallyN inN casesN of

moderateNproblemsN(deliveryNtooNlate,Nscratches).

AccordingG toG ourG analyses,G theG sellers’

trustworthinessGdependsGmostGonGtheGeBay

feedbackGscoreG(purchaseGevaluationsGfrom

unknownG bidders),G followedG byG friends’

feedbackG scoreG (purchaseG evaluationsG by

friends),GandGthenGhearsayG(evaluationsGfrom

theGWebGsiteGthatGcollectsGsellerGinformation).

ConsumersGgrantGspecialGstatusGtoGtheGfirst-

handG experiencesG ofG otherG bidders.G Most

respondentsG(69%)GsystematicallyGchooseGa

reputableGseller,G thatG is,GoneG thatGearnsGat

leastG 90%G positiveG scoresG onG bothG image-

basedGmeasuresG(eBayGandGfriends’).
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Reputation� reduces� uncertainty� in� the� IoS� by

conveying�cooperation

ReputationN worksN asN aN signalingN deviceN that

distinguishesN betweenN trustworthyN and

untrustworthyNtransactionNpartners.NFurthermore,Nit

changesN theN long-termN utilityN functionsN ofN the

marketNparticipantsN(byNintroducingNpotentialNprofit

lossesNforNthoseNidentifiedNasNcheaters)NandNthereby

encouragesNtransactionNpartnersNtoNcooperate.NOur

resultsNinNthisNareaNshowNthatNreputationNisNeffective

inNfullyNautomatedNenvironmentsNlikeNtheNIoS.NOur

simulationsN ofN aN typicalN InternetN structure,Nwith

complexN servicesN builtN uponN simplerN services

runningNonNnetworkNnodesNsupportNthisNhypothesis:

MoreNjobsNwillNbeNcompletedNcorrectlyNifNaNtrustNand

reputationNmechanismNisNintroducedNinNtheNmarket.

TheNInternetNofNServicesN(IoS)NrequiresNanNefficient

allocationNmechanismNtoNmatchNtheNdemandNand

supplyNofNresources.NItNneedsNaNmarket.NMarketsNcan

collectNexistingNresourcesNandNserviceNsupplies,Nas

wellN asN correspondingN demands,N andN thereby

achieveN anN evenN utilizationN byN leveling

heterogeneousN userN behavior.N SimilarN toN other

utilities,NservicesNtradedNinNmarketsNinNhugeNnumbers

tendNtoNbeNsimpleNinNnature.NTheyNareNdistinguishable

byN theirN serviceN qualityN characteristicsN but

equivalentN otherwise.N InN turn,N givenN theirN equal

characteristics,N competitionN occursN byN signaling

lowerNprices.

However,N withN thisN visionN ofN theN IoS,N several

questionsNemerge,NespeciallyN regardingNtheN risks

involvedNinNIoSNmarketNtransactions.NTheNbilateral

economicNexchangesNenvisionedNforNIoSNmarketsNwill

involveNrisksNresultingNfromNstrategicNandNparametric

uncertainties.NANkeyNmechanismNforNmitigatingNsuch

risk,NreducingNuncertainties,NandNincreasingNtrustNin

IoSNmarketsNisNreputation.N

The effects of reputation on the Internet of Services
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andGWebGservices haveGbeenGtransformingGtheGInternetGfromGaGnetworkGofGinformationGtoGaGnetwork

ofGknowledgeGandGservices.GTheGnumberGofGservicesGofferedGonGtheGInternetGisGexpectedGtoGrise

dramatically.GTheseGintelligentGservicesGcanGcommunicateGandGnegotiateGwithGoneGanotherGoverGthe

InternetGinfrastructureGtoGbuildGtheGso-called InternetGofGServicesG(IoS).
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stworthinessNandNreactNaccordingly.NInNcontrast,Nif

informationNcirculatesNthroughoutNtheNwholeNsystem,

buyersNobtainNinformationNaboutNaNsellerNfaster,Nand

theNeffectsNofNreputationNoccurNearlier.NTheNgoalNis

findingNaNsuitableNtrade-offNbetweenNspendingNtime

gatheringNmoreNreputationNinformationNandNusing

thatNtimeNtoNproduceNaNservice.NInNtheNsimulationNre-

sultsNthatNweNshowNasNanNexample,NcontractNfullfil-

lmentNratesNareNmuchNbetterNwithNreputationNfor

bothNkindsNofNagentsN(complexNserviceNagentsNand

basicNserviceNagents).

Information�spreading;�faster�reputation�effects

ANprimaryNinfluenceNonNreputationNisNtheNcirculation

rateNofNinformationNinNtheNsystem.NWeNassumeNthat

theNfartherNinformationNspreadsNinNaNsystem,NtheNfa-

sterNtheNsystemNexpressesNreputationNinformation

andNtheNmoreNinformationNaNsingleNmarketNpartici-

pantNcanNobtainNaboutNaNpotentialNtransactionNpar-

tner.N ForN example,N ifN aN marketN onlyN usesN direct

experience,NeveryNbuyerNmustNtradeNatNleastNonce

withNaNsellerNbeforeNheNorNsheNcanNassessNitsNtru-

THENEFFECTSNOFNREPUTATIONNONNTHENINTERNETNOFNSERVICES
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TheNsimulatedNenvironmentNmodelsNaNtwo-layerNmarketNinNwhichNcomplexNserviceNagentsNbuyNtheNneededNbasicNservices
fromNotherNagents,NwhichNinNturnNtradeNwithNagentsNsellingNlowNlevelN“resources”.NCommunicatationNtakesNplaceNamong
complexNserviceNagentsNandNbasicNserviceNagentsNaboutNtheNperformanceNofNtheirNsellers.N
TheNresultsNshowNthatNaNsensiblyNhigherNfulfillmentNrateNisNachievedNinNpresenceNofNreputationalNinformation.
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communicationNofNimageNandNreputationNtogether.N

ReputationN isN moreN efficientN forN providingN high-

qualityNcontractsNwhenNtheNinformationNisNreliable.

AsN theN numberN ofN cheatersN increasesN though,

informationNbecomesNcorrupted,NandNtheNreputation

mechanismN fails,N asN qualityN plunges.N WithN just

image,NcheatingNisNineffective,NandNqualityNdoesNnot

dependNonNtheNnumberNofNcheaters.N InNthisNcase,

performanceNbecomesNworseNthanNthatNachievedNby

usingNreputationNwhenNtheNnumberNofNcheatersNis

moderate,NbutNitNisNbetterNotherwise.

SocialN informationN helpsN reduceN uncertaintyN in

commonNdecision-makingNsituationsNinNeveryday

life.N ConsiderN theN greatN amountN ofN uncertainty

associatedN withN decisionsN in,N forN example,N the

commercialN orN electoralN environments.N The

presenceNofNimageNorNreputationNinformationNhelps

reduceNsuchNuncertaintyNandNfacilitatesNdecisions.

WhatN happensN toN aN societyN characterizedN byN a

substantialNproportionNofNfalseNsocialNinformation?

ThisNquestionNisNnotNtrivial;NsuchNaNscenarioNcan

applyNtoNaNwideNrangeNofNcircumstances.

WeNthereforeNperformedNaNseriesNofN simulation-

basedNexplorationsNofNtheNeffectNofN false

informationNonNtheNformationNandNrevision

ofNsocialNevaluation,NemployingNaNmodelNof

reputationN processingN (RepAge)N thatN we

developed.N TheN experimentN createsN an

abstractNmarketNpopulatedNbyNbuyersNand

sellersNwhoNtradeNgoodsNofNdifferentNquality.

BuyersNtransmitNinformationNaboutNsellers

toNfellowNbuyers,NbutNlimitedNstockNmakes

goodN sellersN aN scarceN resource,N which

createsN aN motivationN forN agentsN notN to

distributeNaccurateNinformation.NWeNstudied

theNreactionNofNtheNmarketNasNtheNnumber

ofNcheatersNincreasesN(i.e.,NlyingNbuyersNwho

provideNanswersNthatNareNoppositeNtoNwhat

theyN believe).N TheN studyN alsoN includes

considerationsN ofN imageN onlyN versusN the

When false reputation spreads
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TheN cross-disciplinaryN andN cross-methodological

foundationNofNtheNprojectNenabledNusNtoNinvestigate

theNresearchNquestion

inN complementary

ways.NForNexample,Nour

investigationNofNtheNuse

ofNreputationNinNe-com-

merceN environments

reliesN onN behavioral

science.NThroughNlabo-

ratoryNexperimentsNand

socialN simulationN stu-

dies,N weN pursuedN an-

swersNtoNtheNresearchNquestionsNpertainingNtoNthe

designNofNpolicies,NasNweNdescribeNinNthisNbooklet.

TheseNfindingsNinNturnNhelpedNusNproposeNreasona-

bleN policiesN forN theN IoSN environment,N whichN are

basedNonNsolidNknowledgeNthatNconsistsNofNfindings

fromNreputationNtheory.NMoreover,NsomeNhypotheses

deducedNfromNreputationNtheoryNreceivedNfurther

supportNandNspecificationNfromNtheNprojectNwork,

whichNofferedNaNrefinementNofNourNtheoreticalNwork.

OurNresearchNalsoNwasNcharacterizedNbyNcontinuous

feedbackNbetweenNtheNdevelopmentNofNmodelsNor

softwareNandNtheirNevaluation.NThisNfeedbackNloop

enabledNusNtoNintegrateNfindingsNfromNbehavioralNre-

searchNandNsocialNsimulationsNintoNtheNdesignNofNour

technology.NKnowledgeNfromNbothNfields—empiricalN

ThisNbookletNresultsNfromNaNcross-disciplinaryNcolla-

borativeNprojectNamongNseveralNresearchNinstitutions,

namely,NtheNeRepNproject,Nwhich

benefittedN fromN synergies

amongNpartnersNwhoNbringNsolid

andN diversifiedN disciplinary

backgroundsN toN theN table.N

DuringN theN project,N we

investigatedN severalN research

questionsN connectedN toN the

usageNandNeffectsNofNreputation

inN differentN environments.

TheseNenvironmentsNrangeNfromNe-commerce,Nwhere

humansN interact,N toN hybridN systemsN andN fully

automatedNsystems,NsuchNasNIoSNinNwhichNsoftware

agentsN interact.NWhenNusersN interactN inNaN social

environmentN withN theN mediationN ofN carefully

designedNsoftwareNtools,NtheNresultNisNaNcomplex

systemN thatN aN singleN disciplineN cannotN hopeN to

understandNorNimprove.NMoreover,Ncommunication

problemsNacrossNtheNdifferentNdisciplinesNoftenNmake

thisN taskN evenN moreN demanding.N ToN achieve

purposefulNcommunicationNthen,NweNreliedNonNaNset

ofNrecommendationsNfromNestablishedNinformation

systemsNresearchNframeworks.

How the research was carried out: the process

B�:::�the�research

17

findings
TheG scientificG backgroundG underlyingG this

researchG includesG cognitiveG science (CNR-

ISTC),G organizationG science andG economy

(RuG),GandGcomputerGscience andGICT (CSIC-

IIIAGandGUBT).GAllGpartnersGhaveGdemonstrated

competitiveG researchG capacityG inG highly

innovativeGfields,GincludingGagentGandGmulti-

agentGtheoryGandGtechnologyGandGagent-based

socialGsimulation.
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findingsNandNsimulation—helpedNusNrefineNtheNsoft-

wareN prototypeN andN enhancedN ourN general

knwledgeNbase.NAsNaNresult,NweNalsoNcanNofferNin-

sightsNaboutNandNsupportNforNmanagingNcross-disci-

plinaryNandNcross-methodologicalNteamsNtoNattain

beneficialNsynergyNeffects.

HOWNTHENRESEARCHNWASNCARRIEDNOUT:NTHENPROCESS
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neglected.NTheNreputationNmodelNappearsNasNaNblack

box,NwithNveryNfewNconnectionsNtoNotherNelements

ofNtheNarchitectureN(e.g.,NagentNmemory,Nplanners).NIn

contrast,NtheNeRepNprojectNisNorientedNtowardNaNtight

integrationNbetweenNtheNreputationNmodelNandNthe

componentsNofNtheNarchitecture.NThisN integration

suggestsNnewNusesNofNtheNreputationNmodel,Nwhich

isNnoNlongerNaNsimpleNreactiveNelementNbutNinstead

becomesNaNproactiveNelementNofNtheNarchitecture.

Adding�reputation�to�virtual�societies

InstitutionsN canN regulateNaN complexN societyNand

guarantee,NupNtoNaNcertainNpoint,NthatNtheNsociety

remainsN robustN againstN improperN orN unethical

behaviors,NbecauseNtheyNdefineNinteractionNprotocols

andNnorms.NTheNconceptNofNanNelectronicNinstitution

derivesNfromNsuchNhumanNinstitutions.NInNopenNmulti-

agentN systems,N autonomousNentitiesN interactN to

achieveNindividualNgoals,NandNtheirNbehaviorNcannot

beNguaranteed.NTherefore,NsimilarNtoNwhatNhappens

inNhumanNsocieties,NweNrequireNmechanismsNtoNavoid

theN collapseN ofN theN system,N despiteN anyN local

behaviors.

ReputationNmechanismsNcanNprovideNcontrolNwhere

institutionsN cannot,N andN thus,N theN integrationN of

reputationNmodelsNintoNelectronicNinstitutionsNisNone

ofNtheNkeyNcontributionsNofNtheNeRepNproject.NWe

TheN eRepN technologyN advancesN threeN features

relatedNtoNcomputationalNreputationNmodels:

->N TheNmodel;� thatN is,N theN developmentN ofN new

technologyNtoNbuildNbetterNmodels.

->N TheN integrationN ofN theNmodelN intoN theN agent

architecture.

->NTheNuseNandNintegrationNofNreputationNinNvirtual

environments.

Cognitive�computational�reputation�models

TheNtechnologyNdevelopmentNeffortNfocusesNonNthe

designNandNimplementationNofNcognitiveNmodelsNof

reputation.NThereNareNseveralNcomputationalNmodels

ofNreputation,NbutNveryNfewNhaveNtheNsupportNofNsolid

theories.NANcognitiveNmodelNofNreputationN(andNthe

complexityN associatedN withN it)N isN notN always

necessary,N butN itN isN essentialN inN complexN mixed

societiesNthatNincludeNnotNonlyNvirtualNentitiesNbut

alsoNhumans.NTheNvirtualNentitiesNinNsuchNsocieties

mustN dealN withN humanN reputation,N andN thus,

cognitiveNmodelsNbecomeNrelevant.

Reputation�models�and�the�agent�architecture

TheNintegrationNofNcognitiveNreputationNmodelsNwith

theN restN ofN theN componentsN ofN theN agent

architectureNsomehow,NinNcurrentNresearch,NhasNbeen

How the research was carried out: the technology
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consumerN markets,N theseN envirnomentsN exhibit

someN differences;N forN example,N strongN time

restrictionsN usuallyN applyN toN theN purchaseN ofN a

serviceNorNresourceNinNanNIoS.

haveN designedN severalN softwareN componentsN to

supportNtheNuseNofNdifferentNreputationNmechanisms

(bothNcentralizedNandNdistributed)NinNtheNcontextNof

anN electronicN institution.N InN particular,N weN have

designedN andN implementedN anN ontologyN of

reputationN thatN enablesN agentsN toN exchange

informationNaboutNreputation,NevenNwhenNtheyNare

usingNdifferentNmodels.

TechnologyNthatNincludesNbothNelectronicNinstitutions

andNreputationNmodelsNthenNsuggestsNaNprototype

applicationN inN theN IoSN context.N InN theN prototype,

differentNautonomousNnodes,NplacedNinNanNInternet-

likeN networkN structure,N hostN agentsN thatN are

negotiatingN withN oneN another.N AgentsN canN use

reputationNmodelsNtoNincreaseNtheirNownNutilityNand

avoidNbeingNcheatedNwhenNbuyingNresources.NThese

resourcesN(e.g.,NCPUNpower,NdiskNspace)NthenNmay

beNrecombinedNintoNhigh-levelNservicesNandNdelivered

toNexternalNusers.

TheNmarketNitselfNconsistsNofNfourNtypesNofNplayers

thatNactNonNtwoNinterrelatedNmarkets.NTheNfirstNisNa

resourceNmarket,NcenteredNonNtradingNcomputational

andNdataNresources,NsuchNasNprocessorsNorNmemory,

betweenNresourceNagentsN(sellersNofNtheNresources)

andNbasicNserviceNagentsN(buyersNofNtheNresources).

TheNsecondNmarket,NaNbasicNserviceNmarket,Ninvolves

tradesNofNbasicNapplicationNservicesNbetweenNbasic

serviceNagentsN(sellers)NandNcomplexNserviceNagents

(buyersN ofN basicN services).N ComparedN with

HOWNTHENRESEARCHNWASNCARRIEDNON:NTHENTECHNOLOGY
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IInnssttiittuuttiioonnss areGaGmechanismGtoGregulateGa

complexGsocietyGandGguaranteeGtoGaGcer-

tainGpointGthatGthisGsocietyGisGrobustGagainst

wrongGbehavioursGbyGdefiningGinteraction

protocolsGandGnorms.GTheGconceptGofGelec-

tronicG institutionG isG inspiredG fromG these

humanGinstitutions.GInGopenGmulti-agentGsy-

stemsGyouGhaveGautonomousGentitiesGthat

interactGtoGachieveGindividualGgoals.GTheGbe-

haviourGofGtheseGentitiesGcannotGbeGgua-

ranteed.G Therefore,G andG similarG toG what

happensGinGhumanGsocieties,GyouGneedGme-

chanismsGtoGavoidGtheGcollapseGofGtheGsy-

stemGinGspiteGofGtheGlocalGbehaviours.
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natureNofNtheseNmediaNwhenNitNbecameNclearNthat

onlyNaNsmallNproportionNofN“powerNusers”Nactually

wasN responsibleN forN determiningN theN frontN page

storiesNonNDigg.NSuchNproblemsNofNdemocracyNreflect

theN probablyN inherentN biasesN thatN affectN these

platforms.

Finally,NonNeBay,NanybodyNcanNcreateNanNaccountNto

buyNandNsellNitems,NandNitsNoverallNsuccessNresults

fromNtheNsuccessNofNeachNofNtheNtransactionsNtaking

place.NWithoutNaNreputationNmechanism,NitNwouldNbe

impossibleNtoNpredictNwhetherNtransactionNpartners

willNactNhonestlyNorNareNsolelyNattemptingNtoNmake

moneyNbyNsellingNitemsNthatNtheyNneverNintendNto

deliver.

InNtermsNofNITNgovernance,NtheseNnewNsystemsNpose

anN essentialN problem:N BecauseN ofN theirN openly

distributedNnature,NanybodyNcanNparticipateNinNthem,

andN theirN outcomesN dependN onN theN individual

decisionsNandNactionsNofNparticipants.NYetN these

individuals’N ownN specificN goalsN areN opaqueN and

difficultNtoNpredict,NasNwellNasNsubjectNtoNchangeNin

responseNtoNvariousNexternalNfactors.

ToN easeN interactionsN andN enhanceN trustN and

cooperationN inN onlineN socialN environments,

institutionsN orN distributedN mechanismsN are

necessaryNtoNconstrainNindividualNbehaviorNwithNthe

WithNtheNongoingNevolutionNofNtheNInternetNandNthe

continuedNdevelopmentNofNonlineNsocialNnetworks,

manyNnewNbusinessNandNopportunitiesNareNemerging

andNgrowing.NSomeNhaveNoccupiedNnichesNofNlimited

amplitude;NothersNhaveNgrownNmassivelyNandNwith

unprecedentedNspeed.

ForNexample,NwithNFacebookNandNMySpace,Npeople

canNconnectNandNshareNinformationNeasily.NItNtook

FacebookNjustNtwoNyearsNtoNreachNaNmarketNaudience

ofN50Nmillion,NandNbyNtheNbeginningNofN2009,NitNcould

countNmoreNthanN150NmillionNactiveNusers.NFlickr,Na

photoNmanagementN andN sharingN platform,N hosts

approximatelyN3NbillionNphotographs,NrankedNbyNan

(undisclosed)NalgorithmNaccordingNtoNaNparameter

theNsiteNcallsN“interestingness.”NTheNextentNtoNwhich

thisNsystemNeffectivelyNcreatesNaNsharedN“taste”Nand

propagatesN itN throughN patternsN ofN imitationN of

successfulN photographersN remainsN toN be

investigated.

TheNRedditNandNDiggNsocialNnewsNplatforms,Nwidely

usedNinNtheNEU,NsimilarlyNhaveNbeenNgrowingNtheir

userN basesN exponentially.N SeveralN millionN users

collectivelyNfilterNandNdiscussNcurrentNnewsNitems,

enoughN thatN theN sitesN startedN presenting

themselvesN asN grassrootsN challengersN to

professionalNmainstreamNmediaNnewsNdesks.NYet

criticismsN challengedN theN allegedlyN “democratic”

Opportunities and Challenges in a Connected World
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->NWhatNkindNofNdynamicsNdoesNaNspecificNreputation

processNtrigger?NNHowNdoNculturalNevolution,Nopinion

dynamics,NandNideaNcirculationNtakeNplaceNinNsuch

anNenvironment?NNDoNtheseNsystemsNmoveNtoward

conformism,NorNdoNtheyNfavorNinnovation?

->NWhenNcirculatingNaNvoice,NdoNgossipingNagents

followNaNprudenceNruleNorNaNcourtesyNrule?

->NWhatNisNtheNresponsibilityNofNtheNtransmitting

agent?N WhatN areN theN effectsN ofN broadcasting

evaluationsN insteadN ofN spreadingN themN through

directNlinks?

WhenN itN featuresN aN specificN focusN onN online

communitiesN andN socialN networksN andN their

distributedNnature,NtheNtheoryNofNreputationNaccounts

forNcognitiveNproblems,NsuchNasNtheNproblemNthat

occursN whenN individualsN lieN aboutN the

trustworthinessN ofN others.N OnN theN basisN ofN the

knowledgeNweNhaveNobtainedNthroughNthisNproject,

weNofferNsomeNtheory-drivenNrecommendationsNfor

decisionNmakersNwhoNwantNtoNregulateNsimulated

societiesNasNInternetNenvironments,Ncollaboration

platforms,NorNtelecommunicationNnetworks.

helpNofNformalNandNinformalNrules.NSuchNinstitutions

andNmechanismsNalsoNcanNcreateNindirectNincentives

forNparticipantsNtoNchangeNorNimproveNtheirNbehavior

withoutNcompromisingNtheirNautonomy.

IfNtheyNcanNuseNreputation,NparticipantsNinNaNmarket

canNrelyNonNmoreNinformationNthanNjustNtheirNown

experiences;N then,N theyN canN useN information

providedNbyNothersNtoNdecideNwhetherNtoNtrustNan

unknownNtransactionNpartner.NInNturn,Ntransaction

partnersN areN encouragedN toN complyN withN their

transactionNagreementsNtoNgainNaNgoodNreputation

andNencourageNmoreNtransactionNoffersNinNtheNfuture,

aNformNofNpositiveNreward.NEachNtransactionNpartner

alsoNmustNtryNtoNavoidNaNnegativeNreputation,Nwhich

couldN evenN resultN inN aN marketN exclusionN asN a

punishmentNforNfraudulentNactivities.

ReputationNisNaNdistributedNmechanism,NbutNonline

reputationN canN beN regulatedN byN institutionsN that

provideNtheNtoolsNforNmanagingNit.NTheNchoicesNthat

institutionsNmakeNregardingNhowNreputationNgets

created,N collected,N andN presentedN cannotN be

consideredN neutral.N AN theoryN ofN reputation,N as

outlinedNhere,NisNtheNkeyNtoNsuccessfulNreputation

design.NOnlyNbyNconsultingNaNtheoryNofNreputation

canNdesignersNfindNhintsNofNtheNanswersNtoNquestions

suchNas:

OPPORTUNITIESNANDNCHALLENGESNINNANCONNECTEDNWORLD

C�:::�interpretation

im
pl
ic
at
io
ns

22



erep

WeNargueNthatNreputationNprovidesNoneNofNtheNmost

effective,N spontaneous,NandNefficientNversionsNof

suchNmechanisms.NReputationNisNaNsocialNartifact

evolvedN preciselyN toN achieveN socialN orderN inN the

absenceNofNaNcentralNauthority.NReputationNdynamics

canNbeNexploitedNtoNworkNtogetherNwithNdesigned

institutionsN andN thusN achieveN theN levelN of

decentralizationN thatN aN modernN approachN to

governanceNdemands.

AccountabilityN ofN institutions,N decentralized

regulations,NandNgrassrootsNinvolvementNrepresent

theNpillarsNofNthisNnewNstyleNofNgovernance;Nthey

simultaneouslyNareNtheNlong-termNdesiderata,NyetNto

beNachieved.NAssessmentsNofNtheNperformanceNof

publicN officesN byN heterogeneousN actorsN (single

citizens,Norganizations,NotherNinstitutions),NsuchNthat

theseN evaluationsN effectivelyN driveN institutional

behavior,N requireN adN hocN designedN toolsN and

practices,N alongN withN aN theory-drivenN approach.

ClientN satisfactionN withN aN publicN service,N often

assessedNbyNaskingNtheNuserNforNdirectNfeedback,

canN beN veryN misleading,N becauseN general

perceptionsNofNtheNqualityNofNaNserviceNoftenNcome

fromNreportedNevaluations.

ReputationN dynamicsN driveN orN adoptN social

machineries,N oftenN inN implicitN andN notN easily

recognizableN manners.N QuestioningN and

understandingN theN roleN ofN reputationN leadsN to

exploitationsNofNtheNcharacteristicsNofNanNartifactNto

orientateN theN appropriateN machineries.N The

theoreticalNframeworkNthatNformsNtheNbaseNofNthe

eRepNprojectNhasNprovenNrobustNinNpredictingNthe

outcomesN ofN aN numberN ofN real-worldN settings,

interpretingN certainN socialN phenomena,N and

providingNaNpowerfulNtoolNforNtheNdesignNofNtheory-

drivenNreputationNarchitecturesNinNvariousNareas.NWe

brieflyNdiscussNtheNcasesNofNpublicNgovernanceNand

discriminationNasNexamples.

Public�Governance

TheNstyleNofNpublicNgovernanceNinNEuropeNisNmoving

fromNaNpureNtop-downNapproachNtoNaNdecentralized,

moreNinclusiveNmethod,NseekingNtoNovercomeNthe

historicalNoppositionNbetweenNcentralizationNand

totalNderegulation.

GovernanceN refersN toN aN setN ofN mechanismsN for

regulatingNcomplexNsocialNsystems,NwhichNmustNbe

characterizedNby:N

->Ndecentralization

->Ndynamism

->NbidirectionalityN(bothNtop-down,NfromNinstitutions

toNcitizens,NandNviceversa)

->NaNmixNofNspontaneousNandNdeliberateNbehavior

A theory for understanding and driving reputation dynamics
in the society

C�:::�interpretation

23

im
plications



erep

segregated/marginalizedNcommunities.NIfN

communitiesNgatherNfirst-handN(image-based)N

informationNaboutNotherNgroups,NforNexample,Nthey

mightN minimizeN theN corruptibleN natureN of

transmittedNevaluations.NLocalNgovernmentNbodies

shouldN buildN theN chancesN ofN interactionN among

otherwiseNsegregatedNcommunitiesNtoNencourage

first-handN knowledgeN gathering.N EvenN thisN step

mightNnotNbeNsufficient,NbecauseNaNpositiveNimage

canNcoexistNwithNaNnegativeNreputation;NaNclearNcase

whereN anyN policyN notN groundedN inN theoryN easily

couldNfail.

The�roots�of�discrimination:�the�spread�of�unfair

evaluations

ANgeneralNtheoryNofNreputationNcanNhelpNpredictNthe

phenomenaN ofN marginalization,N exclusion,N and

prejudice,N whichN oftenN referN toN aN particular

reputationalNstructureNofNtheNsocietiesNinvolved.

TheN phenomenaN ofN prejudiceN andN exclusionN are

linkedNtoNtheNdynamicsNofNsocialNevaluation,NsoNa

generalN frameworkN thatN accountsN forN bothN the

cognitiveN (micro)N andN socialN (macro)N aspectsN of

reputationNwouldNbeNaNhelpfulNtoolN forNdesigning

policiesN andN toolsN aimedN atN including

UNDERSTANDINGNANDNDRIVINGNREPUTATIONNDYNAMICSNINNTHENSOCIETY
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PeerGreview,GtheGstandardGprocedureGthatGjournals

andGgrantingGagenciesGuseGtoGensureGtheGscientific

qualityGofGtheGpapersGtheyGpublish,GrepresentsGa

reciprocalG andG symmetricG typeG ofG evaluation,

accordingG toG theG socialG cognitiveG theoryG of

reputation.G Thus,G itG offersG narrowG accessG and

transparencyGtoGtheGtarget.GBecauseGpeerGreview

isG characterizedG byG targetG accessibilityG and

bidirectionality,GtheGtheoryGexpectsGitGtoGleadGtoGa

courtesyGequilibriumG(targetGaccessibilityGleadsGto

reciprocation/retaliation,GandGbidirectionalityGleads

toGleniency),GwhichGinGturnGpromotesGlessGrigorous

evaluations.G OtherG factorsG mightG changeG this

situation,GsuchGasGwhenGtheGreviewerGwantsGto

publishGinGtheGsameGoutlet.

TTHHEEGGRREEPPUUTTAATTIIOONNAALLGGSSTTRRUUCCTTUURREEGGOOFFGGPPRREEJJUUDDIICCEE

RiotingG spreadG inG southernG ItalyG inG JulyG 2008:

SmallGGypsyGcommunitiesGwereGbeingGaccusedGof

“childGstealing”GandGattackedGbyGangryGmobs.GThe

accusationsGprovedGtoGbeGfalse,GandGtheGsituation

thusGrevealedGtheGpowerGofGgossip/reputation.GThe

evaluationGtargetsG(i.e.,GexcludedGcommunitiesGof

Gypsies)G wereG totallyG separatedG fromG the

evaluators,GwithGlittleGunderstandingGorGknowledge

crossingG theG communityG boundaries,G soG the

prudenceG ruleG applied:G TheG worstG possible

evaluationGisGacceptedGquicklyGandGspreadsGlike

flame.
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cussions.

EvenNaNslightNmodificationNinNtheNdesignNofNaNrepu-

tationNsystemNcanNcreateNsubstantialNchangesNinNthe

marketNstructure.NForNexample,NtheNimplementation

ofNaNbidirectionalNreputationNsystemNinsteadNofNa

unidirectionalNoneNleadsNtoNveryNdifferentNoutcomes

inNtermsNofNtheNtotalNnumberNofNusersNinNtheNmarket.

InNtheNlifespanNofNanNonlineNmarketplaceNthen,Nre-

putationNscoresNshouldNbeNfrequentlyNadaptedNac-

cordingN toN changingN economicalN andN social

dynamics.NANbrand-newNmarketplaceNbenefitsNfrom

aNleniencyNeffect,NaNpositiveNevaluationNbiasNthatNoc-

cursNfrequentlyNinNbidirectionalNratingNsystemsNwhen

consumersNareNkindNtoNothersNbyNreciprocatingNtheir

positiveNevaluations,NwhichNincreasesNtheNuserNbase.

However,NwhenNthereNisNaNcriticalNmassNofNusers,Na

prudenceNeffectNshouldNbeNelicitedNtoNencourage

lessNpositivelyNbiasedNevaluations,NwhichNimproves

theNrobustnessNofNtheNmarket.NThatNis,Nconsumers

willNofferNpositiveNevaluationsNonlyNwhenNtheyNare

certainNofNtheNperformanceNofNaNsellerNandNnegative

onesNwhenNtheyNareNuncertain.N

AuctionNsitesNmightNincreaseNtrustNinNsellersNbyNge-

neratingN“systemNtrust,”NorNtrustNinNtheNauctionNsite,

whichNinNturnNengendersNtrustNinNsellers.NWhenNauc-

tionNsitesNdoNtheirNutmostNtoNcheckNtheNbehaviors

ofNsellersN(e.g.,NconfirmingNlocationsNandNtelephone

Implication�for�business

PeopleNneedNtoNtrustNothersNbeforeNtheyNwillNtrade;

thisNlong-standingNassumptionNisNstronglyNsuppor-

tedNbyNourNresults.NTheNmoreNinformationNthatNisNavai-

lableNaboutNaNseller,NtheNmoreNtrustNconsumersNcan

developNinNthatNseller,NandNtheNmoreNlikelyNtheyNare

toNstartNtrading.NBecauseNbiddersNbaseNtheirNdeci-

sionsNonNsellers’NreputationNfeedbackNscores,Nsellers

haveN aN strongNmotivationN toNmaintainN theirN tru-

stworthinessNandNengageNinNsociallyNacceptedNbe-

havior.N ThisN driveN enhancesN theN system’s

effectivenessNandNfairness.

BiddersNalsoNcanNestimateNtheNtrustworthinessNof

sellersNbyNevaluatingNtheirNproductNdescriptions,Nthe

presenceNandNqualityNofNpictures,NminimumNopening

prices,NtheNpresenceNofNpreviousNbids,NtheNavailability

ofNpaymentNmethodsNsuchNasNescrowNservices,Nre-

putationNfeedbackNmechanisms,NandNtheNpresence

ofNotherNlabelsN(e.g.,NPowerNSeller).NOurNstudy’sNre-

sultsNshowNthatNconsumersNpayNmostNattentionNto

theN feedbackN providedN byN theN seller’sN previous

buyers,NwhichNmeansNtheseNbuyersNneedNtoNbeNmo-

tivatedNtoNevaluateNsellersNforNtheNsystemNtoNwork.N

TheseNpreviousNbuyersNgenerallyNprovideNfeedback

accordingNtoNthreeNcriteria:NtheNexpectedNbenefits,

theNeaseNofNevaluation,NandNtheNpotentialNforNreper-

Reputation for business and institutions
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inNInternetNmarkets,NweNargueNthatNaNdiscussionNis

neededN toNdetermineNhowN reputationalN systems

mightNbeNimplementedNonNaNglobalNscale.NSuchNsy-

stemsNcouldNbeNimplementedNbyNlargeNauctionNsites,

thoughNotherNplayersN(i.e.NreviewNsitesNandNblogs)

mayNbeNhesitantNtoNadoptNthem.NItNremainsNdebata-

bleNwhetherNlegislationNisNtheNbestNoptionNorNifNanNin-

dependentN (EU-supported)N systemN shouldN be

implementedNthatNtheNWebNsitesNcanNadoptNvolun-

tarily.

ThisNprojectNalsoNoffersNinsightsNforNthoseNwhoNwant

toNimplementNsystemsNinNwhichNreputationNprovides

aNmeansN toNmakeNbetterN selections.N Institutions

suchNasNlocalNgovernmentsNcanNenrichNtheirNcurrent

evaluationNcriteriaNwithNreputationNscoresNtoNselect

theNbestNcompaniesNtoNparticipateNinNpublicNoffe-

rings.

numbers),NeducateNbiddersNandNsellers,NandNresolve

disputes,NconsumerNtrustNinNtheNauctionNsiteNandNin

sellersNshouldNincrease.NBecauseNfeedbackNprovision

aboutNtheNseller’sNperformanceN(socialNdata)Nhelps

consumersNselectNtheirNsellerNofNinterest,NlinksNto

socialNnetworksN(e.g.,NFacebook)NmightNbeNhelpfulNas

well,NturningNauctionNsitesNintoNaNsmallNworldNofNso-

cialNinteractionsNonline.

TheNresultsNofNourNstudyNalsoNshouldNapplyNtoNonline

reviewNWebN sites,NwhoseN enormousN growthN has

promptedNtheNspreadNofNproductNevaluationsNthrough

“word-of-mouse.”NTheseNsitesNalsoNrequireNeffective

reputationNfeedbackNsystemsNthatNhelpNconsumers

evaluateNtheNqualityNofNtheNproductNandNofNtheNeva-

luationsNprovidedNbyNothers.

Implications�for�EU

AsNmoreNconsumersNsellNtoNconsumers,NtheNnumber

ofNfraudulentNsellersNhasNincreased.NTheNEuropean

UnionNmightNfacilitateNseamlessNandNsecureNtran-

sactionsN byN educatingN consumersN (e.g.,N through

econsumer.govNorNinfomercials)NandNbuildingNplat-

formsNonNwhichNindividualNconsumersNcanNreport

complaintsNandNdetermineNtheNtrustworthinessNof

sellers.NRegulationsNandNconsumerNrightsNshouldNbe

uniformNtoNfacilitateNinternationalNtrades.NBecause

ofNtheNgreaterNimportanceNofNreputationalNsystems

REPUTATIONNFORNBUSNIESSNANDNINSTITUTIONS
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theNsimulationNplatformNbasedNonNelectronicNinstitu-

tionsNoffersNtoolsNtoNdesignNinteractionNscenariosNfor

testingNtheseNcognitiveNmodels.

AnotherNimportantNaspectNforNcognitiveNscienceNis

theNpossibilityNofNcombiningNcomputationalNagents

andNhumanNusers.NTheNeRepNtechnologyNallowsNfor

theirNcombinedNparticipationNinNtheNsameNscenario

throughNgraphicalNinterfacesNonNtheNWebNforNhumans

andNthroughNaNsetNofNAPINdesignedNbyNtheNproject

forNartificialNagents.

Multi-agent�systems

TheNfieldNofNmulti-agentNsystemsN(MAS)NisNbroadNand

coversN severalN areas.NTheN technologyNassociated

withNtheNeRepNprojectNprovidesNaNconnectionNtoNtrust

andNreputationNsystems,NwhichNitselfNhasNproduced

extensiveNliteratureNthatNneedsNtoNbeNtestedNand

comparedNwithNotherNmodels.NTheNproblemNofNinte-

roperabilityNamongNagentsNusingNdifferentNreputa-

tionNmodelsNhasNpreventedNsuchNtesting,Nbecause

eachNmodelNlikelyNusesNdifferentNrepresentationNva-

luesNandNevenNdifferentNontologiesNtoNdescribeNwhat

aNreputationNvalueNis.

TheNeRepNtechnologyNprovidesNaNcommonNontology

ofNreputationNandNthusNavoidsNtheseNproblems.NThe

agentNarchitectureNincludesNallNfunctionalitiesNasso-

ciatedNwithNreputationNinformationNinNtermsNofNthis

ontology.NAlso,NtheNeRepNtechnologyNentailsNaNme-

TheNeRepNprojectNoffersNresearchNgroupsNaNtested

technologyNforNdeploying,Nsimulating,NandNevaluating

modelsNthatNinvolveNagentsN(bothNhumanNandNvir-

tual)NandNtheirNinteractions.NFromNanNorganizational

level,NelectronicNinstitutionsNprovideNtheNframework

forNspecifyingNtheNinteractionNmodelsNandNperfor-

mativeNstructure.NOnNtheNbasisNofNthisNframework,

theNeRepNprojectNprovidesNanotherNlevelNofNinterac-

tionNcontrol:NreputationNmechanisms.NAtNthisNsocial

level,NtheNproposedNtechnologyNinvolvesNaNgeneric

agentNarchitectureNthatNcanNuseNdistinctNreputation

mechanismsNtoNcommunicateNwithNhumanNusers

throughNtheNWebNandNparticipateNinNelectronicNinsti-

tutions.NInNtheNfollowingNsubsections,NweNsynthesize

theNpossibleNcontributionsNofNthisNtechnologyNtoNse-

veralNresearchNareas.

Cognitive�science

Reputation,NaNcognitiveNphenomena,NplaysNaNcrucial

roleNinNagents’NinteractionsNandNmayNrequireNcogni-

tiveNagentsNtoNexploitNitsNfullNpotential.NInNthisNsense,

theNeRepNtechnologyNcanNmodelNcognitiveNagents

andNuseNcognitiveNreputationNmodels.NBecauseNthe

chosenNagent’sNarchitectureNisNbasedNonNtheNclassi-

calNBDIN(belief,Ndesire,Nintention)NagentNarchitecture,

flexibilityNinNtheNdesignNandNimplementationNofNco-

gnitiveNmodelsNincreaseNconsiderablyNcomparedNwith

otherNagentNarchitectureNapproaches.NFurthermore,
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approachNproposed,NthatNinnovatesNonNcurrentNre-

presentationsNofNreputationalNinformation,NhasNbeen

successfullyNemployedNtoNdifferentNfields:NanNab-

stractNmarketNwithNfalseNinformation,NaNsimulated

auctionNsetting,NaNcomplexNmarketNforNtheNInternet

ofNServices.NWeNareNableNtoNcollaborateNwithNresearch

projectsNwithNourNexpertiseNinNdesignNandNimple-

mentationNofNsocialNsimulationsNinvolvingNreputatio-

nalNconstructs.

chanismNforNtranslatingNinformationNprovidedNbyNre-

putationNmodelsNintoNtheNtermsNofNthisNcommonNon-

tology.N Therefore,N researchersN canN testN different

reputationNmodelsNinNtheNsameNenvironmentNusing

theNsameNreasoningNprocess.

AsNpartNofNthisNtechnology,NweNprovideNaNrepository

ofNimplementedNreputationNmodels,NbothNcentrali-

zedNandNdecentralized,NwithNtheirNrespectiveNtran-

sformationNfunctions.

Social�simulation

SocialNsimulation,NconsideredNbyNRobertNAxelrodNas

aN''thirdNwayNofNdoingNscience'',NcanNbeNdefinedNas

theNapplicationNofNcomputationalNmethodsNtoNpro-

blemsNinNtheNsocialNsciences.

SocialNsimulationNcanNhelpNinNtheNformalNdefinitionNof

socialN problems,N findingN newN waysN toN approach

them.NDependingNonNtheNlevelNofNdetailNchosen,Nso-

cialNsimulationNcanNbeNappliedNtoNabstractNissuesNlike

normsN orN cooperation,N actingN asN anN ''intuition

pump'',NorNtoNspecificNissues,NtryingNtoNsimulateNcol-

lectiveNeventsNaccurately,NbothNforNforecastNandNfor

educationalNpurposes.

InNtheNeRepNproject,NweNdevelopedNaNtheory-based

moduleNforNreasoningNaboutNreputationNandNimage

thatNcanNbeNusedNinNsimulativeNenvironments.NThe

REPUTATIONNTHEORYNANDNTECHNOLOGYNFORNRESEARCHNGROUPS
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inNprojectsNonNword-of-mouthNandNnetworkNdynamicsNwhichNare

currentlyNconductedNatNtheNUniversityNofNGroningenNusingNsurveys,

laboratoryNexperimentsNandNsimulationNstudiesNinNensemble.

NewNsimulationNexperimentsNareNinNpreparationNtoNinvestigateNin

furtherNdepthNtheNissueNofNinformationalNaccuracy.NTheNresearch

groupNatN ISTC-CNRNwillNperformNtheseNsimulationNandNtryN to

validateNthemNagainstNpoliticalNscenariosNandNsocialNnetworks

data.

AtNtheNsameNtime,NtheNexploitationNofNelectronicNinstitutionsNasNa

toolN toN performN laboratoryN experimentsN whereN humans

participateNtogetherNwithNsoftwareNagentsNandNfurtherNresearch

onNcognitiveNmodelsNforNreputationNwillNbeNcarriedNonNatNtheNIIIA-

CSIC.

TheNInternetNofNServicesNwillNoverNtimeNbecomeNanNubiquitous,

importantNbackboneNforNbusinessesNandNconsumers.NThisNalso

createsNaNgrowingNdependenceNonNtheNreliabilityNofNnetworkNlinks,

theNavailabilityNofNservicesNandNtheNtrustworthinessNofNservice

providers.NWhileNreputationNmechanismsNareNoneNpromisingNway

toNreduceNthoseNrisks,NtheNUniversityNofNBayreuthNgroupNwillNalso

investigateN intoN otherN riskN managementN conceptsN likeN SLA

negotiations,Ninsurances,NorNpolicyNenforcementNusingNaNmixture

ofNexplorativeNcaseNstudies,NsimulationNstudiesNandNevaluationNof

softwareNartifacts.

InNthisNbookletNweNhaveNpresentedNaNscientificNapproachNtoNa

fascinating,Nmulti-facetedNsocialNartefact:Nreputation.NTheNapproach

leanedNuponNaNcognitiveNtheoryNofNsocialNevaluation.NItNhelped

formulatingNresearchNquestions,NdesigningNexperimentsNandNthe

platformsNthatNsupportedNthem;NcontributedNtoNtheNinterpretation

ofN researchN resultsNandN toN theNproductionNofNhintsNandNclues

suggestingNhowNtoNapplyN theN lessonsN learnedN toN theNspecific

applicationNcontexts,NwhichNconsistN inNtheNareasNofNelectronic

commerceNandNofNtheNInternetNofNservices.NWeNhaveNalsoNtriedNto

provideNinsightsNaboutNreputationalNdynamicsNinNspecificNsocial

issues,NsuchNasNdiscrimination.

FarNfromNpretendingNtoNhaveNshownNanNexhaustiveNtheory,NweNhope

toNhaveNpaintedNtheNroadNtowardsNaNbetterNemployNofNtheNartifact

ofNreputationN–NespeciallyNinNelectronicNcontexts,NwhereNreputation

technologyNisNratherNubiquitous,NbutNrespondentNtoNengineering

constraintsNmoreNthanNscientificNknowledge.

ThisNbookletNtriesNtoNproposeNaNreasoned,Nup-to-dateNstateNofNthe

artNinNtheNfieldNofNreptuationNandNitsNapplication.NAlreadyNwhileNwe

areNgettingNthisNinNprint,NourNresearchNgroupsNareNbusyNwithNfurther

researchN andN experiments.N WeN areN expandingN theN studyN of

reputationNmechanismsNtoNC2CNwebNinteractions,NsuchNasNproduct

evaluationsNonNaNreviewNsite;NweNareNtranslatingNourNfindingsNinNan

agent-basedNmodelNtoNexploreNhowNreputationalNinformationNmay

spreadNthroughNaNnetworkNofNconsumers,NandNhowNreputational

mechanismsNmayNserveNasNaNfilterNtoNdownsizeNtheNimpactNof

inaccurateNproductNrecommendations.NThisNlineNofNresearchNfits
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