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Abstract

We outline four problem settings that illustrate the type of distinctive conceptual,
methodological and empirical challenges involved in the design of Al systems
that are aligned with human values. The four settings complement each other
but each one is meant to reveal some specific aspects of the overall problem.
The settings are: alignment on collective coordination, alignment of individual
actions, an experimental approach to the engineering of value alignment and the
empirical problems of making value alignment work in practice.

This discussion is meant to provide substance for the exploration of the interplay
of the notions of autonomy, governance and values that is motivated by the
existence of artificial autonomous entities that can interact with humans.*

Keywords: Al alignment, values, artificial autonomy, Value Alignment Problem, Al
ethics

In this position paper we propose to embark in a systematic study of values and
their relation with the autonomy and governance of artificial intelligent systems. The
core question that motivates such effort is the value alignment problem in AI; that is,
how to design artificial intelligent systems (AIS) that are aligned with human values.
Our proposal is grounded, firstly, on the insight that autonomy in artificial intelligence
systems (AIS) is the property that drives the most salient features of the positive and
negative outcomes of Al research and development, and thus a topic that deserves
a systematic study. Secondly, it is grounded on the insight that values may play a
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fundamental role in governing such autonomy, both to contend with the negative
consequences of an artificial agency, as well as getting such agency to accrue value.

In this chapter we characterise four settings that illustrate the scope of the value
alignment problem in AI and motivate the development of an Al-inspired theory of
values through four settings: (i) the design of value aligned hybrid online systems,
(ii) the modelling of values-driven behaviour, (iii)-an experimental setting for value
engineering and (iv) the practical concerns of the governance of artificial agency. To
establish our position, we outline the distinctive features of the four setting.

The organisation of this chapter is as follows: Section 2 contains a concise descrip-
tion of the value alignment problem and the underlying notions. The next four sections
concern each of the settings just mentioned and Section 7 sums up the issues raised
by the four settings and sketches an argument for an Al-inspired approach to align-
ment. In this position paper we propose to embark in a systematic study of values
and their relation with the autonomy and governance of artificial intelligent systems.
The core question that motivates such effort is the value alignment problem in Al
that is, how to design artificial intelligent systems (AIS) that are aligned with human
values. Our proposal is grounded, firstly, on the insight that autonomy in artificial
intelligence systems (AIS) is the property that drives the most salient features of the
positive and negative outcomes of Al research and development, and thus a topic that
deserves a systematic study. Secondly, it is grounded on the insight that values may
play a fundamental role in governing such autonomy, both to contend with the neg-
ative consequences of an artificial agency, as well as getting such agency to accrue
value.

In this chapter we characterise four settings that illustrate the scope of the value
alignment problem in AI and motivate the development of an Al-inspired theory of
values through four settings: (i) the design of value aligned hybrid online systems,
(ii) the modelling of values-driven behaviour, (iii)-an experimental setting for value
engineering and (iv) the practical concerns of the governance of artificial agency. To
establish our position, we outline the distinctive features of the four setting.

The organisation of this chapter is as follows: Section 2 contains a concise descrip-
tion of the value alignment problem and the underlying notions. The next four sections
concern each of the settings just mentioned and Section 7 sums up the issues raised by
the four settings and sketches an argument for an Al-inspired approach to alignment.

1 Background

1.1 Motivation
The Value Alignment Problem

In this chapter we explore the problem of “alignment” in AI' For that purpose we
adopt the following definitions:

An Al system (AIS) is a machine-based system that, for explicit or implicit
objectives infers, from the input it receives, how to generate outputs such

1See Gabriel (2020)



as predictions, content, recommendations, or decisions that can influence
physical or virtual environments. Different AI systems vary in their levels
of autonomy and adaptiveness after deployment.?

The Value Alignment Problem in AI (VAP) is the design of Artificially
Intelligent Systems (AIS) whose behaviour is objectively aligned with
human values.?

S. Russell framed the VAP in the context of the debate on Artificial General
Intelligence,® stressing the need to control Al autonomy as the distinctive feature of
artificial intelligence systems where that risk originates, and suggesting the possibility
of imbuing moral behaviour in AIS as a flexible and powerful way of governing that
auutonomy.5

Autonomy

The basic understanding of an autonomous Al system is that the AIS decides how to
act in the world without the direct intervention of a human in that decision.

As summarised in Chapter 15 of this volume,® Moral Philosophy, Law, Political Sci-
ence, Psychology and even Al have developed the notion of autonomy along different
lines. In the context of AT alignment, that chapter discusses three ways of understand-
ing artificial autonomy: one is the distinction between automated and autonomous
with respect to military applications.” The second interpretation of autonomy is cap-
tured through the five well-known levels of autonomy for self-driving vehicles of the
US National Highway Traffic Safety Administration.® This understanding is estab-
lished in terms of a combination of the complexity of a task and the intervention of
the human in the loop.? The third way of understanding is through another hierarchy
of autonomy based on a combination of the complexity of the action (predefined del-
egation of one function vs. composition of several actions), the scope of the decision
(goal specific, generic), and the involvement of humans in the support (off-line, crowd-
sourcing) or the use of an autonomous decision (to support the human’s decision, no
intervention).!?

For VAP, we need an interpretation of the notion of autonomy as it relates to
governance and values. What matters then are three main aspects: what type of action

20ECD (2024)

3Russell (2014) We relax S. Russell’s phrasing of VAP’s from a proof-theoretic alignment to an objective
way of measuring to what extent the behaviour of an AIS is consistent with a specific set of values. We
prefer human values (in Russell (2014)) over beneficial in Russell (2017).

4See Russell (2021)

5The full quote in Russell (2014) contextualises the motivation:“No one in the field is calling for regulation
of basic research; given the potential benefits of AI for humanity, that seems both infeasible and misdirected.
The right response seems to be to change the goals of the field itself; instead of pure intelligence, we need
to build intelligence that is provably aligned with human wvalues. For practical reasons, we will need to
solve the value alignment problem even for relatively unintelligent AI systems that operate in the human
environment. There is cause for optimism, if we understand that this issue is an intrinsic part of AI, much
as containment is an intrinsic part of modern nuclear fusion research”.

8 Casanovas and Noriega (2025)

7See David et al. (2016), p.-4 and Cha. 15, Sec. 1, in this volume.

81n fact the NHTS labels six levels (0-5) of autonomy, but level 0 (“Momentary Driver Assistance”) really
doesn’t count. See NHTSA (2018) and Chapter 15, Sec. 5.1 in this volume.

9See also Chap. 15, Sec. a5.1, in this volume.

10See Chap. 15, Sec. 5.2



is involved (goal directed, capability-specific, generic capability), what enables that
action (principal-agent delegation, self-motivation) and whether or to what extent
other stakeholders previous decisions or actions enable the decision and the action of
the autonomous agent who acts.

These three aspects are needed to establish the basis for governance: (i) How to
enable and modulate (promote, constrain) an autonomous agent’s actions (discussed
mostly in the value engineering cycle), (ii) how to allocate responsibility in practice
(to credit benefit accrual or attribute blame) and (iii) how to improve value alignment
in future autonomous actions.

Governance

In terms of VAP, governance has a dual function: To control risk and to foster value
accretion in the operation of AIS, and in order to perform those functions on can
draw on the standard governance devices.'! One needs to incorporate those devices
into AIS as instruments that promote value alignment.
As discussed in Setting 1, there are essentially four types of instruments:
1) affordances that enable the possibility of the AIS to execute an action,
2) constraints in the form norms, procedures and standards that affect the behaviour
of individual agents or a collectivity of agents;
3) information that the autonomous system may incorporate into its decision-making;
4) institutional agents that interact with the AIS in order to provide added affor-
dances, enforce governance constraints or provide inputs for the AIS decision-
making.

Values

We adopt a rather standard interpretation of values that can be summarised in the
following definition:

“Values are beliefs linked inextricably to affect, refer to desirable goals
that motivate action, transcend specific actions and situations, serve as
standards or criteria, and are ordered by importance relative to one another
(depending on context and “value owner”) and the relative importance of

multiple values guides action”.!?

An made operational with these six assumptions:

Values motivate and legitimise goals.

Values determine preferences between states of the world.
Values are contextual.

Values may be in conflict.

Values are hierarchic
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The four settings show how one may interpret the way values are brought into the
design of AIS and show that the resulting AIS they are value aligned.

110ne needs to keep in mind what is distinctive of AIS, see Noriega and Casanovas (2025) for a discussion
of AI risk and the role of values.
12From Schwartz (2012)



1.2 Running example

In order to keep our remarks in the following sections grounded, we propose to keep
in mind two particular examples of AIS: (i) Self-driving vehicles, mostly cars trucks
and buses of different types; and (ii) the transit coordination system that enables and
governs the circulation of autonomous as well as non autonomous vehicles in a city.

To further illustrate some points we will occasionally mention other examples in
the following sections.

2 Setting 1: Designing value-aligned hybrid online
social coordination systems.

This is the VAP at its simplest, most straightforward version: to design one specific
hybrid online social coordination system —with a particular purpose, specific context
of application and specific stakeholders— that is meant to be aligned with an explicit
list of values.

The distinctive features of this setting are (i) that we limit our discussion to a type
of AIS which is a restricted environment —a hybrid online system that articulates
the (social) interactions among artificial and natural autonomous agent, a “HOSS”,
for short— and (ii) that value alignment applies to the hybrid online system as a
whole. The focus of attention in this setting is the design process of the HOSS itself,
in particular on the methodological aspects of engineering values into that HOSS.

In addition to the traffic coordination system (that coordinates human and self-
driven vehicles), this setting includes typical online market-maker platforms —like
Uber or Airbnb— and online multiagent-based management systems like ambulatory
health services in a large hospital.

While the core of this setting is the understanding of the design problem of
engineering values into an AIS, the intent is, first, to identify design heuristics and
methodological guidelines that may be applied to the engineering of values into online
AITS and, second, to characterise particular classes of online AIS where one can build
actual value-aligned AIS by applying specific heuristics and guidelines. As a side
result, this setting aims to identify properties, heuristics and guidelines that can be
applied to the engineering of values beyond HOSS. We will explore this point in our
discussion of settings 2, 3 and 4.

2.1 Assumptions

The following provide a crisper description of the problem and serve to motivate and
justify heuristics and methodological guidelines for the value engineering cycle of the
next subsection. When these assumptions are refined they may characterise objectively
value alignable classes of HOSS.

Hybrid online social coordination systems (HOSS).

As opposed to other settings, in this case we limit the value alignment problem to
a closed-world environment where both natural and artificial autonomous agents can
interact. The limitation has some advantages



(i) HOSS include “hybrid” systems where natural and artificial participants (agents)
may interact.
(ii) Tt allows for a convenient differentiation between individual and collective value
alignment, and in particular to focus on the alignment of the system as a whole.
(iii) It presumes all activity is online and mediated by the system interface. Thus,
agent actions are, actually, messages that go through the system interface. More-
over, all relevant information (originating in agent activity or external events)
becomes available to participating agents also through the system interface.
(iv) Since all interactions are online, the system determines what agent can enter it
and, at any given time which individuals are active in the system at and what
each can and cannot do.
(v) The system interface functions as the governance mechanism that enables
affordances and enforces constraints.
Note that while these features do not apply to all AIS, it nevertheless captures an
increasingly large class of actual online systems, as suggested by the examples above.

Situatedness.

We assume that we are dealing with a working system that fulfils some purpose for
its users and that this system will be working online, thus the HOSS is situated in a
concrete working environment. More specifically,

(i) The system, participants and working environment are distinct entities.

(ii) Participants’ decision-making models are opaque to the system (participants
decide on their own and the HOSS has no control on what and how they make
these decisions, this is handled in Setting 2.).

(iii) The AIS is meant to be fit for a concrete operational purpose (speed up safe
traffic; facilitate car rides).

(iv) Compatibility with context of application. If the HOSS is to be fit for an intended
purpose it needs to be compatible with, for instance, prevailing technologi-
cal standards (SDV features, communication platforms), legal requirements and
procedures, (SUV certification, traffic regulations and enforcement), and socio-
economic context conventions and practices (availability of certain types of SUV;
traffic density, preferred routes).

Objective stance.

While in its original formulation, Russell required provability of value alignment,
we relax that condition and only require “objectivity”. These are the minimal
commitments:
(i) There ought to be an observable way of determining whether the system is
aligned or to what degree to each, to some or to a combination of the chosen
explicit set of values).'?

13In terms of the assessment of value alignment, design should take into account, both the alignment of
the HOSS with respect to a given set of values that apply to the system as a whole (and are the result of
some consensus among stakeholders), and the alignment of the HOSS with respect to the particular values
of the different stakeholders.



(i)

Value alignment should be assessed from the specification or from the actual
performance of the system.'*

Stakeholders.

For design purposes one can assume that there are always three stakeholders classes
(individuals or collectives) with their own values, interests and motivations.

(i)

Owner who commissions the system, supports its construction and decides if and
when it is deployed, updated, stays operational and decommissioned. Interested,
for example in deploying a popular and practical traffic regulation system; or a
market-maker who brings together riders and taxis and captures a large market
share with adequate profitability and customer satisfaction.

Builder who is responsible for the technical aspects involved in the design,
implementation and support of the working HOSS. The system is technically
sound, resilient, reliable; responds to users needs and preferences; implements
responsibly the objectives of the owner.?

Users: individuals —with properly established identity— who enter the system
to satisfy their individual objectives, and have resources and entitlements that
allow them to establish and fulfil commitments in the HOSS. There may be sev-
eral classes of users with their distinctive capabilities, entitlements, needs and
motivations (f.i, residents —who want fluid and silent traffic—, car manufactur-
ers —reliable and growing market—, drivers, riders and car owners —safe, fluid
traffic).

Engineering design assumptions.

As mentioned above, this setting is essentially a design engineering process whose
specific assumptions are:

(1)

(i)

It presumes three design commitments that draw inspiration from standard

design methodologies:

a. Value-sensitive. The system is meant to be imbued of values.'®

b. Full-cycle: from conception to decommission.

c. Participatory: stakeholders are involved throughout the design cycle. In
particular, stakeholders can reach consensus on value-specific design decisions.

Values can be imbued into the system through a value engineering cycle that con-

sists of three main tasks: value selection, interpretation and alignment assessment

discussed in Subsec. 2.2 and outlined in Fig. 1.17.

4 The objective stance can be refined further by assuming the HOSS is state-based. Namely (i) there
is a finite set of variables that define the “state of the system”; (ii) the score of each of these variables is
observable while the HOSS is active; and (iii) those scores change only when an attempted action becomes
effective in the system or a relevant external event is recognised by the system. If we assume that the HOSS
is state-based, then value alignment may be assessed as a function of the state of the HOSS and values can
be promoted, protected or demoted by curtailing or enhancing the effects of agent actions and events (see
next section).

15See, for instance, discussion of “conscientious design values” in Noriega et al. (2021).

6vValue engineering should account for generic as well as context-specific values.

17See Noriega et al. (2021, 2023)



2.2 The value engineering cycle

Recall that the point of this setting is to build actual systems but with a distinctive
character: they are, supposedly, imbued with values. This purpose is in line with the
postulates of “values in design”'® although, in this setting the point is to establish an
understanding of the notion of value that can help govern collective interactions of
self-motivated AIS so that the results are consistent with those values. Intuitively, in
fact, the idea is to interpret values as a way of establishing “courses of action” where
values postulate the main objectives of the system, the preferable means to reach
them and the criteria for determining how good is the alignment at some point in the
life-cycle of the HOSS.'?

We propose to organise such design process as a five-task value engineering cycle
described in Fig. 1. It starts with a primitive version of the HOSS that becomes
enriched by identifying the values that stakeholders require from it, then these values
are into means and ends that are programmed into the system in such a way that
stakeholders may eventually claim that the working specification of the system is
actually aligned with the values they have chosen.
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Fig. 1 Values are “engineered” in a HOSS through a series of tasks that translate an intuitive
understanding of the relevant values into a set of specific ends and means that are implemented
into the system so that its operation conforms with those values in an objective, measurable degree.
(After Noriega et al. (2021))

T1: Value Selection

Stakeholders should reach a consensus on a list of labels that stand for values the sys-
tem is meant to align with (safety, sustainability, traffic fluidity, residents’ approval).
These labels capture an intuitive shared understanding of the values the system should

18See Friedman et al. (2013)
19See Simon (1957, 1955) for a similar discussion around organisational goals.



be imbued with. Although their meaning needs to become precise and objective in
the next three tasks.?’

Note that, in addition to context specific values that determine the fitness of the
HOSS to its intended purpose, labels need to reflect the preferences of stakeholders.?!

In practice, there may be different heuristics for identifying these labels: Value
taxonomies,?? online value mining®® and conventional preference elicitation set-ups
(for instance, focus groups, customer surveys).

Once a set of value labels are settled upon, they need to be interpreted into
objective ends that are motivated by the chosen values and a collection of devices
that can be programmed into the HOSS in order to protect or promote the values
that legitimise those ends. Value interpretation can be decomposed in three tasks:

T2: Value contextualisation

This task elucidates how the intuitive interpretation of values (safety, efficiency, fair-
ness) can be turned into an ordered list of ends that are motivated by those value. This
requires an agreement on a collection of features that became explicit in the previous
task (accident types, numbers and severity; average fuel consumption; average speed
in peak time on selected routes; cost and comfort of public transportation; ...). Some
of these features will eventually be transformed into the precise parameters needed to
represent values in T.2.

In addition, these features also serve to identify what actions that take place inside
the HOSS, as well as well as external events, involve these features. This connection is
needed for identifying a list of means that can be used to promote or protect each of
the postulated ends and, therefore, need to be accounted for in the system specification
(for example, traffic control sensors and actuators, incentives to car manufacturers for
deployment of “civic” driving cars, subsidies for ride-sharing).

In sum, this task affects the HOSS specification by identifying (i) what is the
relevant part of the physical world that needs to be captured into the HOSS (what
actions should be enabled for users and what entities and parameters are involved in
the activation and execution and potential governance of those actions); (ii) the sort
of affordances and constraints that will be involved into the governance of the system:;
and (iii) the type of interfaces —and compatibility requirements— that should be
implemented in the operating HOSS.

In this task, the point is not to reach a consensus on the details but to find
common understanding on two main topics: (i) Ends: How each value should be
observable in the system so that one can objectively claim that a given value is

20 Although this is the usual starting task in software engineering, it may be worthwhile revisiting when
consensus is hard to reach in subsequent tasks. In particular, this task —specially, when executed as the
kick-off exercise— may result in the decommissioning of the system when consensus on labels and ordering
is not reached.

21In most cases, different stakeholders have different value preferences. For example, the owner (city
management) would prefer the traffic control system to be safe, sustainable, inexpensive and popular. Users
like residents would prefer it to be say, safe and fluid, and car manufacturers would prefer it to be easy to
comply with and advantageous to SDV over regular cars. And the builder would like it to be safe, efficient
and resilient. Consensus, in this example would probably include most of these values in some fashion
although some (e.g. “safety”) most likely carry different meanings for different users.

228ee Schwartz (1992); Rokeach (1973)

23For example, Liscio et al. (2021)



being supported or not; for example, safety of a transit management system may be
measured in terms of accidents and traffic violations; civility in autonomous vehi-
cles may be measured in terms of its norm-abidance disposition and with its track
record on agreements and conflicts with other vehicles or drivers while in opera-
tion. And (ii) means: What actions can users take or, in general, what affordances
and constraints should the system promote or constrain so that those ends can, in
principled, be reached; for example, establish limited access zones with automated
gate-keeping, require self-driving vehicles to have black-boxing with full disclosure,
subsidize collective transportation.

The main heuristics have to do with the identification of goals and a subsequent
goal decomposition process that produces a means-ends analysis of those main goals.
The outcome should be a consensus on specific goals (motivated by the consensus
values) to be reached with the system and with the means (identified by all stake-
holders) that can be used to achieve these. Ideally, this consensus on ends should also
bring a consensus on an ordering of those ends and at the same time some consensus
about the most relevant means to implement.

T3: Value representation

This task determines how to value alignement becomes observable. Thus, it needs
to bring into the specification of the HOSS those parameters that may stand for
expected, desired and undesirable outcomes of the activity in the HOSS (traffic jams,
rates of fatal accidents, traffic violations); as well as those elements that, based on
those parameters, will support an objective assessment of the alignment of the system
to the value or values in question.

There are two main approaches to providing observable and realistic indications
of alignment. They are not incompatible.

1. Critical states. Values are represented as sets of situations, procedures or condi-
tions that either ought to hold or ought not to ever hold. For instance, guarantee
fluid traffic in peak hours and no traffic deadlock ever; SDV civility certification
process; validation of automatic gate-keeping compliance.

2. Performance indicators. Values are associated with observable parameters that
are updated while the system is in operation. For example, traffic saturation
patterns in restricted access zones, number and types of accidents, residents’
satisfaction.

The key heuristic is that one needs to achieve a consensus on the representation
of each value and then take into account not only that consensus representation for
a consensus alignment assessment, but also account for different value representa-
tions that suit the motivations and interests of the different stakeholders in the final
alignment assessment.

T4: Value instrumentation

This task identifies the actual affordances and constraints that should be engineered
into the HOSS specification in order to promote and protect the chosen values.

10



These are some heuristics for tasks 2, 3 and 4:

e Making goals and instruments explicit usually requires an update of the ontology,
affordances and constraints of the HOSS.

» Generally speaking, one can choose among five devices: (i)Critical states of the
system (that have to be avoided or reached), (ii) affordances that participants
can take advantage of, (iii) norms, procedures and other constraints that regulate
interactions, (iv) information that participants may use, and (v) autonomous
agent participants whose decision models are defined by the HOSS.

e These tasks may be approached with classical Al devices. Namely, since values
motivate goals (as we mentioned in Sec. 2) one can use conventional Al goal-
decomposition and the associated means-ends analysis.

e If one adopts the state-based assumption ends take the form of a utility function
on state parameters. Means are those devices that promote actions that lead to
better scores and discourage or prevent worse scores (see Setting 3).

T5: Value alignment assessment

One needs to specify into the HOSS how to tell whether it is aligned with the chosen
values. There are essentially three conditions to meet: One is to tell if the agreed upon
ends of the system are effectively met, another is to see if the agreed upon means are
adequate for reaching those ends, and finally, how satisfied are the stakeholders with
the system.

The first one, effectiveness, depends on the objective stance and in its simplest
form is based on the fact that the system captures the consensus representation of the
values, thus validating that critical states are properly implemented and performance
indicators are met to a reasonable degree (e.g.the system prevent circulation collapse,
signalling didn’t go over budget, fuel consumption is within acceptable limits and
serious accidents are rare).

The second, adequacy, can be understood as a cost-benefit analysis of alternative
instrumentation of the consensus values (the cost of “digitalising” the city vs conven-
tional traffic lights and police; dedicated lanes to SDV and free parking). And the
third amounts on a combination of the assessment of each stakeholder of the effective-
ness and adequacy of the system but with respect to the values of that stakeholder
(Are residents happy with the changes? What about car manufacturers? Is the major
likely to be reelected?).

These three forms conditions can be expressed as functions and depending on the
representation of values and the way the cost-benefit trade-offs measured, one can
turn value assessment as some sort of multiobjective decision-making process.

2.3 Comments

The challenge is to design actual systems that support a collective activity that brings
together natural and artificial autonomous agents in such a way that the activity is
accomplished objectively in accordance with an explicit set of values.?*

24This setting draws on Noriega et al. (2021, 2022, 2023)
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Although this purpose guides the “values in design” agenda?® and was the subject
of attention in the early work on organisational design,?® in this chapter we explore two
ATS-specific angles: The characterisation of a class of AIS that can be value-aligned
by design, and a value engineering cycle —with concomitant meta-heuristics— that
applies to this class and, mutatis mutandis, applies also to other types of AIS. Notice
also that, as suggested in Setting 3, the value engineering cycle can be developed to
account for alternative understandings of the role of values within a given AIS and be
applied in a systematic way.

From a methodological perspective, our proposal distinguishes three classes of
design stakeholders (that in various guises are also present in the other settings). We
also acknowledge the need to reach consensus among them, while also taking into
account their different and sometimes conflicting values. This consensus needs to be
achieved in all stages of the value engineering cycle and during the complete life-time
of the online system.

The assumptions we used to characterised HOSS and the simple meta-heuristics
we discussed can be refined to characterise a large class of value-aligned systems
like the ones in Setting 3. In particular, by refining the dialogical stance and the
observability stance, one can characterise a class of HOSS that can be objectively
value aligned, as discussed in Setting 3. This refinement is made precise for the class
of online institutions.?”

A different type of extensions of the HOSS class that ought to be studied are those
online AIS that can be “provably” aligned.

Although this setting has been presented as a process, of engineering values into
a system, it also provides elements for the assessment of the alignment of an exiting
system with respect to other values. This leads to at least a pair of related technological
products: certification of value alignment and the development of add-ons that govern
an existing system towards a desired value alignment.

3 Setting 2: Modelling values-driven behaviour.

This setting serves to explore how to design autonomous agents who act in accordance
with some explicit values. In particular the modelling of the decision-making process
of an AIS as defined in OECD (2024).

While in setting 1 we were concerned mostly with the governance of the aggregate
outcomes of collective interactions, in this case we turn our attention to the self-
governance of individual autonomous artificial agents.

The approach in this setting is interdisciplinary: How different disciplines con-
tribute to the understanding of the values-driven process and how these contributions
may be used to engineer values into a situated autonomous AIS. In this section we will
simply point out the obvious insights of some disciplines as an invitation for further
analysis.

25See for example, Friedman et al. (2013); Davis and Nathan (2015); van den Hoven et al. (2015); van de
Poel (2020)

26See Simon (1957)

27See Noriega et al. (2023).
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3.1 Assumptions
Stakeholders

In this particular setting, the focus is on one particular stakeholder: The autonomous
agent whose values are the ones that motivate its behaviour. Note that the autonomous
agent’s behaviour may need to acknowledge those values associated to the environment
where it is situated. Note also that from a design perspective, there still are the usual
three classes of stakeholder: Builder, owner and user (as in Setting 1) with their own
list and interpretation of values and, as discussed in Setting 4, each with an associated
liability.

Situatedness

As it is the case in other settings, the autonomous entity in question has a behaviour
that responds to some design purpose (however flexible, vague or unpredictable it
might be) and work properly in a given operating context.

In this light, one issue is to establish what are the aspects of the operating envi-
ronment that can be perceived and those that can be affected. A second issue is to
decide how those percepts are incorporated in the decision model: For example, if per-
cepts become beliefs or fact in the decision model, and how. And third, what type of
action the agent decision triggers since this is determined by the type of autonomy,
the impact of its actions, and the type of self-governance vs compliance with exter-
nal governance that needs to be engineered in the agent’s interface with is operating
context.

Decision models

The point of this setting is to study whatever takes place “inside” an autonomous
agent, between perception and action and in particular how values are involved in
what determines that the agents’ behaviour is value aligned. Abusing language, we
call that “black box” between perception and action the agent’s decision model and
the focus of this setting is to make such black box transparent.

Such decision models can be of any sort, from strictly hardwired value-aligned
default behaviour, learning and adaptative self-governance and deliberative decision-
making in various forms. Thus, strictly speaking, an action that an agent takes —think
of SDV or the guardian agent— is not necessarily a deliberate moral choice, not even
a decision. The point of this setting is precisely the exploration of the multiple aspects
that might be involved in the agent’s response, how these aspects can be modelled
and engineered, and, prominently, how values are embedded in such modelling and
engineering.

Value engineering

This setting favours a conceptual analysis of value alignment and may profit from
the engineering and practical aspects that may be more preponderant in the other
settings.

One focus of research here is whether or when behaviour is driven by one or
several values, whether it is context-specific, or whether it is persistent or adaptable
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to external conditions. Likewise, in this setting it is worth distinguishing how and
when the agent’s behaviour is aligned with its own individual needs and preferences,
and how and when it is well adapted to the context where it is being active.

Mental states and other behaviour driving constructs.

The way values-driven behaviour is approached may provide motivation and solution
to some of the most contentious aspects of autonomy that are explored in Setting 4.
Namely, what agent models support, validate or discard the practical consequences
of artificial moral agency. What types of mental states could be modelled in order to
address whether or to what extent malevolence is an issue and benevolence its coun-
terpart in artificial agency. Likewise what should be an essential aspect of individual
decision model to render it accountable.

3.2 Multidisciplinary approach

We propose to approach this problem space from four vantage points.

A cognitive view of values-driven behaviour.

Explain value-driven behaviour in terms of several cognitive features, one of which
are values. Fig. 2 describes a rather general “mental model” of a cognitive agent
who chooses to perform an action after processing new input. The model and how
values modulate the relevance of potential actions may involve typical deliberative
constructs —like knowledge and beliefs— together with other constructs that capture
persistent features of the individual agent —like motivation and personality— others
that capture more transient features —like the prevalent needs of the agent and the
resources and entitlements to execute an action that becomes available— as well as
others that capture social aspects of the decision behaviour —like awareness of other
agents’ values. This figure also suggests the possibility of modelling the choice of
individual actions and the role of those cognitive constructs in the configuration and
updating of plans.?®

Logics-inspired models:

A wide variety of deliberative forms of values-driven behaviour, like reasoning with
values, reasoning about values, arguing about values or using values in argumentation,
can draw inspiration and be formalised through logics-based systems and techniques.
For instance, values-driven decision-making con be modelled directly with the arsenal
of formalisms of deductive and inductive reasoning (for instance conventional and
ad-hoc modal, preference, possibilistic logics); as well as combinations of these (like
context logics) to mirror distinctive concomitant forms of reasoning in a cognitive
architectures.

28In addition to the modelling of deliberative values-driven behaviour, cognitive science as well as neu-
rology and behavioural economics may inspire alternative modelling. For example, in Rangel et al. (2008),
the authors propose three types of value-based decision-making: “Instinctive” predetermined behaviour,
adaptive learning-based and deliberative.
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Fig. 2 An agent decision making model. The actions that an autonomous agent takes depend on
the state of the world it can perceive and a decision to choose an available action in accordance to
the agent’s cognitive mind-frame, values and plans.

Likewise, one can draw from dialectical and argument-based reasoning formalisms
to model, for instance, the assimilation of perceived data, update beliefs, negotiate
priorities and devise individual and cooperative action plans.

Other approaches:

Several formalisms associated with rational choice can be conveniently adapted to
values-driven behaviour. Those intuitions provide grounds for several conceptual
and formal developments that can be readily used in the modelling of values-
driven behaviour. Game theory, operations research and, in particular, multi-objective
optimisation are good examples of conceptual frameworks. Related techniques like
organisational design, business strategic planning and corporate goal alignment also
provide metaphors and tools for modelling VDB.

Moreover, the vast corpus of metaphors, concepts, principles, heuristics and exam-
ples of economics and political science, beyond the particular contribution around
rational choice, are a rich source of inspiration and tools for modelling value-driven
behaviour.

Finally, most of the original motivation of value alignment in Al is a mirror of
the problem of value alignment in philosophy. Thus the corpus of ethical metatheory,
normative ethics and applied ethics are of fundamental value for this setting.

4 Setting 3: Sandboxes for policy design

While in Setting 1 we were mostly concerned about the methodological aspects of
value engineering, and in Setting 2 with the modelling of self-governed agents, in this
case we discuss how to design an artefact that provides an experimental platform to
test alternative approaches to value engineering and the implementation of realistic
instances of values-driven agents. Policy design sandboxes are such artifact.

A sandbox is a simulation workbench built on top of what is essentially a hybrid
online social coordination system. The fact that policy-making is a wvalues-driven
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process and simulation involves values-driven stakeholders, makes the design of work-
benches a particular case of value aligned AIS design. What sets this setting apart
from Setting 1 is that the problem of value engineering needs to be addressed at dif-
ferent levels of abstraction, and that the adequacy of such engineering can be tested
experimentally using the sandbox.

The sandbox serves two main purposes. The first is “epistemic”: to explore the
effects of a policy intervention —a specific sets of policy measures— in a given policy
domain. For example in city traffic management: deploying street sensors and traffic
tracking systems, granting circulation privileges to SDVs. The second is “rhetorical”:
as a device to reach consensus among stakeholders (say authorities, car manufacturers
and residents for example) on what is the best policy intervention to deploy.

4.1 Assumptions
Stakeholders

In this setting, one should distinguish three classes of stakeholders:

1. Policy owners are the individuals or groups that represent public entities, firms
and citizens who are responsible for the choice and deployment of a policy
intervention. For example, city government, Ministry of Transportation, car man-
ufacturers, residents). Note that, in terms of Setting 1, these are in fact the main
users of the workbench.

2. Policy-designers are (i) the individuals who develop the simulation model, test
it and decide to make the workbench available to the policy owners: that is,
for example, city planners, city mayor, local transit authority, associations of
residents, car manufactures; as well as (ii) the engineers who design, implement
and test the simulator.

3. Finally, policy-subjects these are individuals and groups whose activity within
the policy domain is affected by an intervention. They can be actual persons
who “participate” in simulation runs or simulated agents (who attempt a pol-
icy enabled action only when the agent is motivated, capable and has the
opportunity).

Notice that the different stakeholders hold different values and that the type of
values that govern stakeholders decisions are different in each of the classes. Notice
also, that consensus among stakeholders needs to be achieved at three levels: First,
on the engineering of values in the simulator. Second, in the settings and validation
of the experimental process and the recommendation of policy interventions to policy
owners. Finally, policy owners need to reach consensus on the quality, relevance and
political feasibility of a policy to be deployed.

Simulation model

In order to serve the epistemic function, the simulation model ought to be realis-
tic and reliable: provide good relevant predictions in order to assess the effects of
interventions. It is built around an agent-based domain model with three main com-
ponents:These three components capture the persistent features of the simulation
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assumptions while transient features are captured in simulation scenarios and the
actual policy interventions.?’

1. A physical model that captures the content and dynamics of the relevant “nat-
ural” affordances and constraints of the domain environment that enable the
instrumentation and assessment of policy interventions: actions of policy sub-
jects, events and the entities that are required to enable actions and observe their
effects (purchasing an SDV; traffic signalling, grid capacity and loads; fuel costs;
CO — 2 emissions; average travel times, etc.).

2. An institutional model that captures the “artificial” constraints that articulate
agent interactions: norms, regulations and social practices (like local taxes, cir-
culation code, enforcement capabilities, elective sustainability practices, required
SDV safety features).

3. A collection of agent models of those stakeholders that are active within that
policy domain with their own different and often conflictive needs and preferences,
and reflect in a realistic way the evolution of the policy domain (f.i., human
drivers with different driving behaviour and self-driving vehicles of different kinds
and manufacturers). 3°

Values in policy design and simulation.

In this setting, values are present in several guises:
* Policy-subjects decision-making.
¢ Definition of a policy objectives.
* Choice of policy means.
e Assessment of the success of a policy intervention.

Their engineering process is the same of Setting 1. In particular, the assessment of
the success of a policy intervention is a combination of three value-alignment functions
mentioned there:

* Fffectiveness: the degree to which policy objectives are achieved

» Adequacy: trade-offs between alternative interventions (cost-benefit analysis)

o Acceptability: the degree with which policy subjects find the intervention aligned
with their own needs and preferences.

The rhetorical use of a policy-design sandbox

Sandboxes, in general, provide a sort of ez-ante “evidence-based” assessment that
is specially useful to for the exploration of unusual or atypical approaches. Value-
driven sandboxes have the added advantage of being “informative” in a particular
way. They capture and reveal the interplay of the motivations of individual policy
subjects and they capture and reveal the assumptions that support the choices of goals
and instruments, especially the evaluation of the potential success of an intervention.
In so doing, value-driven sandboxes provide arguments in favour of particular policy
interventions.

29These simulation models are an instance of the HOSS in Setting 1 and in particular online
institutions Noriega et al. (2023).

30The behaviour of these individuals can be modelled as instances of Setting 2 agents who choose to
enact a given policy-enabled action only when they are capable and motivated and given the opportunity
to attempt it.
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The simulation sandbox is, in its basic form, a tool for a systematic exploration of
policy interventions. As described in Fig. 3 this exploration consists of testing versions
of a particular policy intervention, re-testing with alternative scenarios and fine-tuning
the simulation model in the process. This systematic process provides evidence-
based arguments that facilitate consensus among policy designers and support their

deployment recommendations to policy owners.
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Fig. 3 The experimental cycle for testing and choosing policy interventions (adapted from Noriega
et al. (in press)).

4.2 Comments

Notice that the simulation model of a policy sandbox in Setting 3 is in fact a “value-
alignable” HOSS. Sandboxes provide concrete examples where the different tasks of
the value engineering cycle needs to be instantiated.?!

Note also that these sandboxes support a more specific version of the objective
stance in Setting 1. Namely, it is state-based: (i) One can define explicitly what con-
stitutes the state of the world at any given time (the score of a finite number of policy
indicators), (ii) The state changes only when either an attempted action a policy sub-
ject, or an external event is recognised by the system. This two extra assumptions
make it possible to assess value alignment as a function of the state of the system and
conceive value instrumentation as either the modulation of policy-subject actions or
conditions that guarantee critical states (regiment their achievement or make them

31Some ideas for this setting were developed by the authors previously in Noriega and Plaza (2022, 2024);
Noriega et al. (in press).
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inviable). Consequently, Setting 3 provides a rather general tool for the testing and
validation of value alignment of the class of AIS that share those assumptions. By the
same token, it supports a large variety of practical applications of this setting.

Third, from an application perspectives, these sandboxes have an epistemic advan-
tage over other forms of modelling by capturing behavioural and values dispositions
of policy subjects in an ostensible way. For this same reason, and for the systematic
process of value-driven policy analysis and fine-tuning —with the explicit involvement
of those stakeholders that decide the deployment of a policy— sandboxes provide a
rhetorical advantage for negotiation not readily available otherwise.

5 Setting 4: Governing artificial agency in the wild

The focus in this setting is on artificial systems whose autonomous actions have an
actual effect in the real world. The approach, in this case, is to explore those real-
world aspects involved in the actual governance of their activity. In this setting we
will use a (software) financial assistant as an example.

We can outline the problem with three questions: (i) What are the actual risks
and potential benefits specific to artificial agency? (ii) What conventional notions,
devices and procedures are at hand to deal with the unwanted effects? and (iii) What
are their shortcomings? We propose to study the three questions from a conceptual,
methodological and empirical perspective, focusing on the governance of unwanted
and problematic aspects but extracting general guidelines for accruing benefits.

While in Setting 1 we were concerned with the problem of engineering online envi-
ronments where AIS could be corralled into value-aligned behaviour, and in Setting
3 we focus in the way AIS can become self-governed, in this setting we take a wider
perspective and propose to explore artificial agency ezr-ante —what can be done to
prevent harm and to foster benefits— and ex-post— how to deal with potentially
ill-behaved proactive AIS.32

As a meta-heuristic, we propose to address this exploration through the combina-
tion of risk analysis and legal perspectives. In this section we sill focus on risk analysis
and let legal remarks be dealt in Chapter 15 of this volume.??

5.1 Assumptions
On stakeholders.

For this setting we will refer to the autonomous artificial system as an agent, and refer
to the usual three design stakeholders classes (owner, builder and user). However, from
both a risk-management and a legal perspective, the definition of these stakeholder
classes needs to capture a precise understanding of how the notions of harm, impact
and responsibility apply to each stakeholder. These nuances are essential so that risk
can be sensibly decomposed and redress procedures can be properly implemented.
Thus, in this setting, the builder is, as usual, the person, team, supplier who designs,
deploys and supports the system itself and is therefore responsible for the correct

32 Although in this section we ostensibly contend with the negative aspects of autonomy, most of our
remarks can be translated into heuristics to proactively derive benefits associated with artificial autonomy.
33See Noriega and Casanovas (2025); Casanovas and Noriega (2025).
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operation of the artificial agent. In Setting 4, instead of “owner” we prefer to call
supplier-manufacturer the person or company who commissions the design of the
agent and makes it available (sells, licences, authorises) to an owner-user of the agent,
so that the artificial agent can act in the wild. Note, however, that the term “user” —
now “owner-user’— requires clarification because, depending on the way the supplier-
manufacturer transfers the use of the agent to the owner-user, there are significant
differences in terms of responsibility of builder, supplier-manufacturer and owner-user.

In particular, the notions of supplier-manufacturer and owner-user need a subtler
analysis because in order to allocate responsibilities, we need to distinguish two sharpy
different forms of agency:

(i) Delegated agency where the actual owner-user of the agent is the principal who
enables and entitles an (artificial) agent to act in its behalf, and therefore the
principal is responsible for the effects of the agent’s actions; and

(ii) Un-delegated agency where an autonomous artificial agent takes actions that
affect the real world but responds to no principal since it might not be explicitly
instructed by its owner-user, nor the supplier-manufacturer to take those conse-
quential actions. For the purpose of redressing the effects of a casualty, in this
case, it becomes essential to elucidate the corresponding responsibility of builder,
supplier-manufacturer and owner-user in order to render each dully accountable.

Finally, because the autonomous artificial agents in question may interact with
other AIS, one needs to identify these third parties as another class of stakeholders
who may be involved in casualties.

Situatedness

Artificial autonomous agents are situated in a particular working environment and
ought to be compatible with the existing conditions. As discussed in Setting 1, the
artificial agent needs to be compatible with technological, legal and social conventions
and requirements in order to work properly.

5.2 Analysis of AIS risk

Risk is usually understood as the unwanted consequences of a contingent event. More
technically, risk is the value that results from a combination of hazard (an unwanted
outcome), impact and likelihood. Risk can be managed by taking some measures to
control these components.3*

In our example, the risks of using a personal financial assistant to organise one’s
travel is, for example, to pay too much for a trip that is not what we really wanted.
Likewise a patient guardian agent may put a patient’s health at risk if it conducts
a poor analysis of drug interactions and fails to rise an alarm, or it may risk rising
insurance costs or delaying a patient’s treatment by requiring unnecessary clinical
tests.

Like we suggested above, risk management —and, respectively, value accretion—
may de addressed through an ex-ante analysis of potential risk and the design of those
measures that can reduce it, and an ex-post analysis of what to do when an unwanted

34Recall that, in this section, the discussion is centred in the negative aspects of fortuitous events but
most remarks can be adapted to the beneficial outcomes of a contingent event.

20



contingent event materialises (see Fig. 4). This separation and the corresponding
analysis originates in the insurance industry but applies broadly to risk-management
practices in general.??

ex-ante Risk = f (hazard , impact , likelihood ) ex-post
analyisis management

reduce impact

reduce hazard
p——— mitigate effects
causes separate liabilities
stakeholder in:

impact assessment | |redress

causes harm

blame assignment activate

transfer: mitigation devices

- insurance - contracts
- contingency fund J (- recovery actions

reduce likelihood

regulate

Risk decomposition redress
procedure

Fig. 4 The risk-management process includes an ex-ante analysis process where the three compo-
nents of a given risk (hazard, impact and likelihood) are analysed in order to devise ways to reduce
their overall effect. There is a second —ez-post— risk-management process to deal with the conse-
quences of an actual occurrences of the risk (a “casualty”).

5.2.1 Ex-ante analysis

The purpose is to reduce risk by finding ways to address systematically its three
components: hazard, impact and likelihood.

Track 1: Separate risks.

The purpose is to reduce harm by identifying the main sources (or causes) of the
original risk, determining the specific harm associated with each of these so as to
subsequently address the specific impact and likelihood of each of these sources.

This decomposition or separation is achieved from two viewpoints: First, by iden-
tifying those hazards that are specific to the functionality of the AIS and, second, by
identifying how these different hazards are associated with the stakeholders involved
in the design, manufacturing, ownership and use of the AIS.

For example, a personal travel assistant would be capable of, say, booking lodging.
Main sources of harms for the principal include overspending and opportunity cost.
Each of the two can be decomposed further and, for instance, set a credit limit policy
to avoid catastrophic expenses without compromising opportunity cost. However, the
artificial agent may perform actions with unintended consequential effects for which
these preventive measures are not enough —say book an non-existent tourist apart-
ment that is nevertheless listed in the lodge-booking market-maker— and in this case
one should then be able to assert whether these casualties are due to misuse (due to
lack of information about the sytem and its operation or to negligence of any of the

35A similar discussion is described in Noriega and Casanovas (2025), since Al-risk is essentially not
different from other types of risk.
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stakeholders involved, including third parties) or to malfunction of the artificial agent
or the booking service, and then allocate responsibility accordingly.

Track 2: Reduce impact.

For each risk that results from the previous analysis the idea is to take preventive
measures that reduce the exposure and damage to stakeholders. That is, restrict who
may be adversely affected by a casualty an the extent to which those who are exposed
have to bear the adverse effects of a casualty.

The default procedure is to avoid a potential harm altogether by removing the
original sources of risk, specially when risks have already been separated. Another way
of avoiding casualties in conventional risk-management practice is to limit exposure,
which in this case is achieved by curtailing agent autonomy, mostly in terms of agent
functionality and access to third parties.

Since potential harm can be avoided only to some extent, one can still reduce
impact by mitigating the effects of unwanted outcomes when a casualty takes place.
The key reduction is achieved by identifying the liability of each stakeholder. That is,
the responsibility of that stakeholder for imposing some sort of harm. Once liability
is established —and depending on the particular risk, stakeholder, and cost— the full
impact of a casualty will be divided among all liable stakeholders. This way, each
stakeholder is burdened only with its own liability. In practice, each stakeholder may
decide how much of that liability to absorb and how to transfer the rest to a third
party modulo some kind of contract. Typically, the economic liability that stakeholder
retains is usually mitigated with an insurance policy or, in general, coverage by some
contingency fund. Other types of liability are addressed through analogous devices to
attenuate moral damage (e.g., emergency task-force and recovery protocols) and the
corresponding provisos and resources (PR campaigns).3%

When, in spite of these preventive and mitigation measures, an unwanted harmful
event impacts stakeholders an ex-post redress procedure needs to be enacted to com-
pensate damage, prevent unwanted side effects and devise better harm prevention and
impact mitigation measures, as we discuss below.

Track 3: Reduce likelihood.

This process involves essentially two elements (for each separate risk identified in
Track 1 above): First, setting up means to anticipate the emergence of new risks.
Essentially oversight mechanisms and research actions that provide early warnings
on new unwanted outcomes and emerging potential hazards. Second, the deploy-
ment of preventive regulatory measures to avoid unwanted outcomes and support
redress processes; that is, regulation of hazardous functionalities, for determining
stakeholders’ liability (specially supplier-manufacturer/user-owner), and to render
stakeholders accountable; as well as policies, operational guidelines, best practices,
industry standards and the like.

36Note that we are using “liability” in a wider sense: the stakeholder obligation may not necessarily be
legal and the harm to account for may be not only monetary, see below 5.2.2. Recall that in this section we
presume that our remarks extend mutatis-mutandis to the positive counterparts of risk, harm and liability.
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5.2.2 Ex-post management

Once a harmful unwanted event takes place, stakeholders need to contend with dam-
age. This involves an impact assessment to identify actual damage and revise ex-ante
assumptions and provisos, and the enactment of a redress process to identify liabilities,
compensate losses and restore damage.

Track 4: I'mpact assessment.

When a risk materialises, mitigation actions and available safeguards become active
immediately reduce actual impact and to avoid cascading effects. For instance, freeze
credit lines, cash-in insurance coverage or disable certain functionalities in the agent
or in its operating environment. Then two lines of analysis start: the first one is
the elucidation of the causes and circumstances of the event. The second is a sound
estimation of the costs (not only economical) associated it. This analysis is performed
for the casualty as a whole and for each of the stakeholders.

This two-pronged impact analysis is essential for establishing the facts and condi-
tions for the activation of a redressing process. Moreover, the analysis of each casualty
also provides an opportunity to improve the current risk management plan (i.e., the
whole ex-ante process).

Track 5: Redress process.

This is meant to help stakeholders recover from the harmful effects of the materiali-
sation of the contingent event. It can be organised as two complementary tasks: The
first is to establish stakeholders responsibilities and entitlements. The second is to
embark into a process of reparation.

While conventional practices are quite appropriate for the impact assessment
(Track 4) —and we will not comment further on these— reparation of Al induced
harm requires special attention to the issue of agent autonomy in order to identify
liabilities, render stakeholders accountable and compensate harm.

First a word on liability: In conventional terms, like in automotive insurance,
(i) the stakeholder who suffers an accident is entitled to a compensation granted by
the underwriting conditions established in its policy and (ii) the insurance company
is liable to cover the compensation costs. The underwriting conditions establish that
the corresponding insurance fee ought to be in good standing at the time of the acci-
dent, whether there is any deductible down-payment before the insurance takes care of
reparation costs, what type of incidents are not covered and what is the top compen-
sation amount. If conditions hold, the insurance company is “liable” in a narrow sense:
it has the legal obligation to pay the corresponding amount for underwritten dam-
ages. For our purposes, we need a wider term. First, we need to take into account not
only financial costs but include “moral harm” of different sorts. In addition, to render
the responsible stakeholder accountable for the moral harm, we also need to consider
other not only legal mechanisms to “allocate blame”. In fact we need to establish the
responsibility of the materialisation of the harmful event. In our case, this is usually
a problem of “many hands responsibility” and, in principle, there are conventional
means to address it. However in the case of Al-induced harm the elusive aspect is the
degree of autonomy delegation involved in artificial agency that we mentioned above.
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Presuming one can establish liability, there should be a legal framework in place to
back the process of rendering the responsible stakeholders accountable and bring them
to repair damage. Note that for liability to be properly allocated, such legal framework
would need to establish the conventions to determine the mode of involvement of the
responsible stakeholders not only as victims but also in the cause of the mishap.

The framework that backs the reparation would include not only established
procedures for establishing liability and render parties accountable, but also the rele-
vant policies, guidelines, supervisory bodies and international agreements to make it
operational.

Note that what makes this reparation process different in artificial agency is, as
mentioned above, autonomy. If and when an autonomous artificial agent is deemed
liable, the procedure ought to determine if the casualty is due to a malfunction of
the agent or a misuse, and whether this failure is due to negligence or incompetence
of the artificial agent and, eventually, if malevolence can be ostensibly predicated,
and, reparation should proceed accordingly. The key issue, then, is how to render this
autonomous agent accountable. This is not always clear.

If autonomy is explicitly delegated, accountability should belong to the principal
but, as suggested above, who the principal is may not be always clear. Moreover, del-
egation and responsibility may be blurred among the capabilities and entitlements of
several supplier-manufacturer and the owner-user stakeholders involved in the casualty
to some degree.

5.3 Comments

Our discussion in this setting has focussed on the unwanted outcomes of artificial
agency. However, it should be clear that a similar analysis of value-accretion can be
systematically performed and thus turn value alignment and artificial agency into a
powerful and beneficial technology.

The aspect that distinguishes this setting from the previous three is the fact that
we assume that an artificial agent can have effects on the world and those effects
may be harmful. Conventional risk management and legal devices and means are well
suited to address many of the unwanted outcomes. Nevertheless, artificial agency has
a peculiarity that escapes these conventional resources: When an agent causes moral
harm (and depending on the degree of autonomy of that agent), it may be extremely
difficult to establish liability and therefore properly render accountable such agents
to compensate the harm they produce.

However, depending on the formalization involved in the modelling of individual
behaviour, provability of alignment —for a single agent— may be easier to achieve in
this setting, thus rendering support to the allocation of responsibility.

It is beyond the scope of this section to discuss how “un-delegated autonomy” can
be formally and effectively addressed with legal means. If artificial agents are granted
some form of legal personhood, the problem of rendering them accountable remains
even when some form of bonding is attached effectively to their operation.

Legislation and other forms of regulation may be necessary to allocate responsi-
bility in the mechanisms of possession and activation of an artificial agent, however
enforcement of such legislation is doubtful.
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Along these lines, settings 1 and 2 provide some useful governance devices, specially
when agents have properly instrumented delegated autonomy. From a methodological
perspective, this setting suggest an additional task for the value engineering cycle of
Setting 1: the impact assessment of a deployed AIS and how that impact can me
managed and become legally bound.

The deep sources of risk in autonomous agency are tightly coupled with three
factors of the embedding of Al technology in products and services: the opacity of the
specific technologies, the speed of release and adoption of technology, products and
services and the business models of the preponderant players. The legal framework
mentioned above needs to address these factors in earnest.

6 A proposal for the study of alignment in Al

6.1 Potential contribution of the four settings for the study of
alignment in Al

Setting 1: Design of value aligned hybrid online systems

Setting 1 is a restricted version of the value alignment problem (VAP).

In broad terms, the challenge in this setting is to explore the function of values
in the design of AIS and more specifically how values determine courses of action
within the system. This setting explores the ideas of “values in design” but applied
to the specific case of autonomous artificial systems and their collective governance,
and through the methodological approach of a value engineering cycle.

The leading questions in this setting are: What are values? How can they be used
to govern the collective activity of autonomous entities? and What does it mean that
an AIS is aligned with a value?

What distinguishes this setting form other restricted versions of VAP is the fact
that the focus is on the alignment of a situated system as a whole and not of a generic
ATS. This restriction suggests two additional assumptions: (i) The dialogical stance:
all interactions are mediated by the system that can enforce the entitlement of a
participant for the use of affordances, the compliance with constraints and the effects
that actions have in the system. (ii) The objective stance: alignment can be assessed
through the state of the system and the embedded functionalities.

One direction for future research is de refinement of the assumptions we use in
this setting to characterise actual classes of AIS that are value aligned.?”

This setting can also be extended in order to encompass the value governance of
individual AIS (Setting 2) and other AIS, not only HOSS; and for identifying the
scope of liable autonomy is the use of artificial agency in practice (Setting 4).

Finally, this setting can be used to design closed environments that encapsulate
AIS. In other words, designing online regulated environment where artificial agency
is no longer in the wild.

37See Noriega et al. (2023).

25



Setting 2: Modelling values-driven behaviour

The focus is on the individual’s use of values, to understand how values govern
individual behaviour and how to assess alignment.

The main purpose of this setting is, first, to show the advantages of a multidisci-
plinary approach to study the notions of autonomy, the social aspects of individual
decision-making and the concerns about the situatedness of individual value-driven
behaviour. And, second, to study the positive and the negative aspects of individual
autonomy, its governance and the role of values. In particular, this setting is conducive
to the study of alignment in proof-theoretic and other formal terms.

This setting provides case studies, heuristics and guidelines for the design of value-
driven autonomous agents to be used in settings 1 and 3 but, more significantly,
objective and concrete use-cases, heuristics, guidelines and standards for the design
and assessment of the artificial agents in Setting 4. In particular, it provides formal
elements to determine potential and actual impact and liability of agents in the wild
and thus the elements for risk-management and due process that concern the owner-
manufacturer of an agent, as well as the third parties involved in the activity (support,
interaction and governance) of these agents.

Setting 3: Policy sandboxing

From a conceptual point of view, sandboxes provide a convenient AIS framework for
the notion of value and its implementation and from a normative perspective, the
distinct roles values play in the sandbox provide a variety of perspectives for the
process of value engineering.

From a methodological perspective, sandboxes provide a technology for a sys-
tematic testing of alternative instantiation of the value engineering cycle. Thus, the
identification of value engineering heuristics of different sorts, both for individual AIS
(Setting 2) and for value-aligned collective AIS interaction (Setting 1).3%

In addition, since the simulator of a sandbox is in fact a value-aligned AIS, this
setting actually provides concrete practical examples of value aligned HOSS that can
be extended, adapted or inspire other actual HOSS.

From an application perspective, value-driven sandboxes can be used as a powerful
simulation workbench to study social phenomena in multiple domains. Although in
terms of values, when values-driven sandboxes are used as a tool for policy design,
they serve as a flexible negotiation instrument because they provide evidence-based
support to proposals and an agreement setting for design stakeholders and policy
owners. In fact, this type of value-aligned platforms support the selection, deployment
and follow-up of actual policies that may have substantial social and economic value.

This setting provides a tool to support impact assessment of a potential or deployed
AIS (not only policy-making) and thus guide the risk analysis as well as the risk
management process outlined in Setting 4.

38In other words, the policy selection process in Fig. 3 can be used in Setting 1 to guide the design
process of the online system.
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Setting 4: Agency in the wild
Setting 4 addresses the type of practical concerns that ought to be taken into account
when autonomous Al systems are deployed.

While the discussion of this setting was focussed on the harmful consequences
of artificial agency, there is a dual notion of value accretion that may be addressed
roughly along the same legal and risk management lines discussed there.

Perhaps the most significant conceptual problem that can be explored in this
setting is that of responsibility as it concerns the different stakeholders involved
with artificial agency; and, concomitantly, the notions of value-accretion and blame
attribution.

This setting also makes prominent the discussion about the philosophical aspects
of moral agency in AIS and the legal requirements to contend with is risks.

This setting also establishes a conceptual and methodological space to study to
what extent conventional governance approaches are well adapted to risk control and
value accretion when they are applied to the activity of autonomous agents; and how
they need to be judiciously to be better the adapted to contend with autonomy of AIS.

6.2 Towards an Al-inspired approach to alignment

The four settings outlined in this chapter are meant to support a research programme
based on the following 4 tenets:3"

1. We propose to extend the scope of classical value theories to encompass the
activity of individual artificial autonomous agents as well as collective action situations
where artificial and natural autonomous agents interact. We propose the notion of
artificial agency as the key construct and a problem domain outlined by the interplay
of the notions of autonomy, governance and, of course, values.

2. We claim it would be Al-inspired because we propose to build on top of Al
constructs, methodologies and tools and to embark in such study like early Al did on
the study of cognition: with a wide perspective on the leading intuitions, with inter-
disciplinarity, and a set of paradigmatic problems to explore a variety of associated
notions.

3. For the development of this Al-inspired theory of values we propose to take the
value alignment problem in Al as a guiding light.

4. The four settings we discuss in this paper might be developed as the type of
paradigmatic problems for an Al-inspired theory of values. If nothing else, they provide
enough hints of the type of conceptual developments, engineering methodologies and
constructs, as well as practical applications and concerns associated with the value
alignment problem.
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